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Draft 0.1.0 4/30/2013 Full comment resolution version for review. Limited
Draft 0.1.1 5/1/2013 Release candidate 1. Limited
Draft 0.1.2 5/2/2013 Revised per May 1, 2013 EPTWG Meeting. Limited
Draft 0.1.3 5/6/13 Draft Release. EPTWG
Draft 1.0.0 RC1 7/16/2013 Final review for pogram release. Limited
Draft 1.0.1 RC2 7/19/2013 QA updates approved. Limited
RC1 1.1.2 8/21/2013 Final release. Public
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added; Remove optial technologies.
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Reverse BCD format for 128it FASGN; labeled
incorrect tests for future updateentified test cases
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Final 1.3.0 3/2/2015 Public

1 3/14/14i First edit forerrata.

1  4/16/14i Second errata edit. Updated
documenpublication schedule. Removed Tes
Number column. Added Appendix 2,
Deprecated Functional Regements and test
Cases. Update for PIV in-BEACS v3.0. Test
section humbers static.

9  6/2/147 Fixed cached Public Key test cages;
worded [Sect508] requiremeradded severity
level info, rewrote publication schedule with
severities in mind. Added Appédix 3, Severity
Levels, to describe the severity leeehcept.

1 7/6/147 Added MobileHandheld
Requirements.

3/2/157 Removed deprecated items from the PKI
PathsTable and moved them to new Appendix 3,
Deprecated ICAM PKI Paths (old Appendix 3 mov
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date is now in the past / no longer applicable).
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Final

131

7/28/2015

f
f
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1

Added Section 2.1Addendums

Added PP&ntries 3637 inTablel

Added Section 2.19, ISO 781352006 PPS
Protocol Compliance

Added Section 5.18, ISO 781352006 PPS
Protocol Compliance

Reworded 7.7.12 requiremerstatement

Public

Final

1.3.1

8/18/2015

Fixed test case language for PPS Protocol
Compliance.

Public

Final

133

9/8/2017

1
1
1

Revised to synch with PACS FRTW.3.3.
Updated links to online normativeferences.

Added security classifications, sevelgyel
definitions, APL listingrequirements.

Reactivated 12 previoustieprecated tesases,
clarified 16, added 58, and deprecated 14 test
cases.

Biometric verification of cardholder iequired
at time ofregistration.

Security Object verification is mandatorytiate
of registration.

Public

Final

1.3.3RevA

9/18/2017

Correctedypos.

Re-ordered and renumbered test certifiqgaibcy
and interoperability test cases so that the sam
card can be used for multiple tests before
switching to the nextard.

Added one (1) missing certificate policy tease
for PIV Authentication at time cicess.

Public

Final

1.3.3 RevB

11/3/2017

Updated normative policy references faderal
Common Policy, FBCA, SSP, afdV-I.

Updated Discovery Object tests to reflezit
max retries of test cards are set to 10 5not

Added ICAM Test Card 54 (NRRIV-I).

Public

Final

1.3.3RevC

1/7/2018

Replaced all instances of the use of ICAkSt
Card #01 with ICAM Test Card 46.

Replaced all instances of the use of ICAbbt
Card #02 with ICAM Test Card 54.

Correctedexpected Global PIN retgounter,
Test Cases 28102 andb.17.02.

Added ICAM Test Card 55 (Missirfgecurity
Object) and Test Cage14.03.

Clarified the expected result of T&sases
2.16.02 and 5.15.02.

Public
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Final

1.3.3Rev.D

4/24/2018

1 Deprecated Test Case®9@.03, 2.06.04.06.03.,
5.06.04, and 5.11.01. (and removed Section
5.11).

1 For timeof-access fault path testing, included
instructions as to which golden card must be
registered with th€ACS.

1 Activated ICAM Test Card 48 (PPS witlEN
value greater thazero).

1 Corrected bit ordering of last 5 digitsexfample
FASGCN in Credential Identifier Processing in
Section5.

1 Corrected card type from Cafdithentication
Certificate to PIV Authentication Certificaie
Test Cases 2.06.07 abd6.07.

T Added "Valid/invalid" column tccard
description table.

1 Verified and updated links twrmative
references.

1 Clarified card type (PIV/PIM) for testcases
7.05.01 and 7.05.02

Public

Final

1.3.3Rev. E

6/21/2018

1 Deprecated Test Case 5.12.02

1 Clarified that Card 7 must hgersonalizeavith
the tester'®iometric.

1 Removed Fault Patlg87-40

1 Deprecated Test Cases 8.01810.04
(Handheld)

Public

Final

1.3.3Rev. F

8/21/2018

1 Deprecated Test Cases 2.17.14 and 5.16.14
because RSA 4096 was deprecated by EBBS
3 and subsequdy SP800-78-2.

1 Changed wording of Test Case 5.02.03Mith
ICAM Test Card 46 registered with the PACS,
ver i fy pr otdreecttag@redendid i |
when notAfter date of any certificate in the pat
is sometime in thpast."

1 Deprecated Test Case 8.05 because Te€Gase
5.02.03 was updated to include all certificates
the path.

1 Added Test Cases 2.10.8 and 2.1®8ause
Paths3 and 16 can be used to tésm.

Public

Final

1.3.3Rev. G

2/1/2019

1 Changed 5.15.04 to "With ICAM Test Ca4@"

1 Deprecatd Test Cases 2.04.05 and 5.04.05
(requires SKID to consist of SHA of public
key). Going forward, PACS should not enforce
thisrule.

1 Replace "CHUID signature" with Card

Authentication" in the description for T&3ase

Public
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5.06.13. We are testing for a Card
Authentication certificate policy OID.

1 The description fofest Case 5.15.04 was
changed to, "With ICAM Test Ca#b...".

1 Added Test Cards 57, 58, and 59 and Tastes
2.09.11, 2.10.10, 5.09.11, abd 0.1

1 Changed Test Case 5.12.05 to " With ICAM T¢
Card 5%egistered...".

1 Changed Test Case 5.14.05to ".. To register
ICAM Test Card 45...".

Final

142 Rev. A

3/31/2021

1 Incorporated test cases for Secure
Messaging (SM) and G@ard
Comparison (OCC).

See SMOCC Companion Paper.

1 Incorporated test cases for Backend
Registration.
See Backend Registration Companion Paper.

1 Consolidated test cases to accommodate FRT|
express testing for previously tested solutions.
See FRTC Express Companion Paper

Public
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1 Background

The General Services Administration (GSA) is responsible for supporting the adoption of
interoperable and standardased IdentityCredential, and Access Magament (ICAM)
technologies throughout the Federal Government. As part of that responsibility, GSA
operates and maintains the Federal Information Processing Standard (FIPS) 201
Evaluation Program and its FIPS 201 Approved ProdList{APL), as well as sgices

for Federal ICAM (FICAM) conformance and compliance.

2 Change Control

This document is a living document and is expected to be updated over time as new or
revised functional requirements are identified. In addition, thismeat will be updated
in accordance with the following schedule:

1. A new version will be published no less than one year from issuatioe of
currentversion.

2. If security or infrastructure risks are identified, an interim releaseoc@yr.

All new versionsare effective immediatel\New or revised requirements and their test
cases will include an effective date, commensurate with their assigned severity level (see
paragraphs 7.1, 7.2, and 7.3.

All approved Physical Access Control Systems (PASt)tions must pass testing
against nevand revised requirements before their effective date or be motres to
Removed Products Li$RPL).

Notification of changes will be sent to the Evaluation Program Technical Wd@Bkogp
(EPTWG) emailist.

3 Objectives

This document identifies the functial requirements that the FIPS 201 Evaluation

Program will perform on PACS submitted for evaluation. All requirements are
instrumented using a smart card as presented to the system and various Public Key
Infrastructue (PKI) paths. The PKI and smart catest for specific common failures in
cards and PKI, as well as Advanced Persistent Threat (APT) issues that impact PACS
specifically. The PACS evaluation process is designed to be agnostic to architecture and
focusessolely on functional testing using anceto-end testing methodology.
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4 Test Instrumentation

For PACS, the FIPS 2 valuation Program relies on fulyefined, instrumented
testing. This requires two core elements:

1. ICAM Test Cardsi There are two cards that are completely valid and well
formed.In addition, there are cards that have injected faults assuaiatg-day
operational errors, and cards emulating asfwelidedattacker.

2. Test PKIi Provides the ability to link golden test cards with PKI fawtsich
provides the mechanism needed tdfyahat the system under test honors the
PKI.

The full testing regimen, l@raging these test instruments, is describéd in

4.1 ICAM Cards Used in Test
The following cards are used in the FIPS 201 Evaluation Program.
9 Live PIV and PI\/l Cards from variousssuers;
1 ICAM Test Cards (detailed ihablel);
1 NIST PIV Test Cardsand
1 DoD JITC CAC TesCards.

Table 1- ICAM Test Cards Used in Test

ICAM | Valid/In
Test -valid Description Threat Type
Card
1 Valid | Golden PIV None
2 Valid | Golden PIV None
3 Invalid | Deprecated: Substituted keypair in PUTH certificate | Manipulated
(AKID/SKID mismatch) Data
4 Invalid | Tampered CHUID Manipulated
Data
5 Invalid | Tampered PIV and Card Authentication Certificates | Manipulated
Data
6 Invalid | Tampered PHOTO Manipulated
Daa
7 Invalid | Tampered FINGERPRINT Manipulated
Data
8 Invalid | Tampered SECURITY OBJECT Manipulated
Data
9 Invalid | Expired CHUID signer Invalid Date
10 Invalid | Expired certificate signer Invalid Date
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ICAM | Valid/In
Test -valid Description ThreatType
Card
11 Invalid | PIVAuthentication Certificate expiring after CHUID Invalid Date
12 Invalid | Authentication certificates valid in future Invalid Date
13 Invalid | Expired authentication certificates Invalid Date
14 Invalid | Expired CHUID Invalid Date
15 Invalid | Valid CHUID copied from one card to anot(feiv) Copied
Credential
16 Invalid | Valid Card Authentication Certificate copied from one| Copied
card to another(PIV) Credential
17 Invalid | Valid PHOTO copied from one card to anotfiy) Copied
Credential
18 Invalid | Valid FINGERPRINT copied from one card to anothel Copied
(PIV) Credential
19 Invalid | Valid CHUID copied from one card to anot(feiiI) Copied
Credential
20 Invalid | Valid Card Authentication Certificate copied from one| Copied
card to another(PI\A) Credential
21 Invalid | Valid PHOTO copied from one card to anotidk4l) Copied
Credential
22 Invalid | Valid FINGERPRINT copied from one card to anothel Copied
(PIV) Credential
23 Invalid | Private and Public Key mismatch Manipulated
Keys
24 Invalid | Revoked authentication certificates Revoked
Credential
25 Valid | Discovery object is not present Only
Application
PIN is present
and shall be
used.
26 Valid | Discovery object tag Ox5F2F is present Only
First byte: 0x40, Second byte 0x00 Appl}(atlon
PIN is present
and shall be
used.
27 Valid | Discovery object tag Ox5F2F is present Application
: . : and Global
First byte: 0x60, Second byte: 0x10 PINs are
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ICAM | Valid/In
Test -valid Description Threat Type
Card
present.
Application
PIN is primary
28 Valid | Discovery object tag Ox5F2F is present Application
. ] ) and Global
First byte: 0x60, Second byte: 0x20 PINS are
present.
Global PINs
primary.
29 Valid | Deprecated: Discovery object is present and tag Ox5F Only
is not populated Application
PIN ipresent
and shall be
used.
30 Valid | Future: Card with PPS F=372, D=1 (13,440 baud) ISO Standards
Conformance
31 Valid | Future: Card with PPS F=32;2 (26,881 baud) ISO Standards
Conformance
32 Valid | Future: Card with PPS F=372, D=4 (53,763 baud) ISO &andards
Conformance
33 Valid | Future: Card with PPS F=372, D=12 (161,290 baud) | ISO Standardsg
Conformance
34 Valid | Future: Card with PPS F=5D2;8 (78,125 baud) ISO Standards
Conformance
35 Valid | Future: Card with PPS F=512, D=16 (156,250 baud) | ISO Stadards
Conformance
36 Valid | Future: Card with PPS F=512, D=32 (312,500 baud) | ISO Standardsg
Conformance
37 Valid | Card with PPS F=512, D£625,000 baud) ISO Standards
Conformance
38 Invalid | Hash value within the Security Object does not match Manipulated
hash valueof its corresponding data group buffer. Data
39 Valid | Federally issued PIMcard using FASCwith the Incorrect
agency's Agend@ode plus System Code, Credential | Identifier
Number, Credential Series Code, and Issue Code.
40 Valid | Deprecatedreplaced by Card 54): Federalbgued PIN. | Incorrect
Valid: Federally issued PI¢ard using fourteen 9s. Identifier
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ICAM | Valid/In
Test -valid Description Threat Type
Card

41 Invalid | Public key on card does not match public key previou| Copied
regidered to the system. container

42 Invalid | Certificates on the card refer to an OCSP responder t| Invalid Date
uses an expired response signing certificate.

43 Valid | Valid certificates on the card refer to an OCSP respor Invalid
that uses a responseagsing certificate that is revoked | Credential
but contains thed-pkixocspnocheckOID.

44 Invalid | Certificates on the card refer to an OCSP responder t| Invalid
uses a regonse signing certificate that is revoked, ang Credential
the id-pkixocspnocheckOID is ot present.

45 Invalid | Certificates on the card refer to an OCSP responder t| Manipulated
uses a response signing certificate with an invalid Data
signature.

46 Valid | Valid: FIPS 262 card with card UUIDs in the None
SubjectAltName extesions are sequentially after the
FASENs (replaces Card 1).

47 Valid | Golden FIPS 2EAPIV card with card UUIDs in the SP 806734
SubjectAltName extensions are sequentially before th Standards
FASEN. Conformance

48 Valid | Golden FIPS 2EAPIV cat with ISO 781@€ompliant PPS ISO Standards
Le byte required. Conformance

49 Invalid | FIPS 202 PIV card profile with exception that InvalidDate
Cardholder Facial Image CBEFF has expired.

50 Valid | Golden FIPS 2EAPIV card profile with exception that | InvalidDate
Cardholder Facial Image CBEFF will expire before CH
expiration date.

51 Invalid | FIPS 202 PIV card profile with exception that InvalidDate
Cardholder Fingerprints CBEFF has expired.

52 Valid | Golden FIPS 2EAPIV card profile with excaph that InvalidDate
Cardholder Fingerprints CBEFF &jppire before CHUID
expiration date.

53 Valid | Golden FIPS 24 PIV card profile with slightly larger | SP 80673-4
than recommended Card Authentication Certificate | Standards
(2160 bytes). Conformance

54 Valid | Golden FIPS 2€dNon-Federally Issued Pi\¢card None

(replaces Card 2).
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ICAM | Valid/In
Test -valid Description Threat Type
Card
55 Valid | FIPS 202 PIV card missing its Security Object Tampered
Data
57 Invalid | FIPS 202 PIV card with ioked CHUIBigning cert Invalid
Credential

58 Invalid | FIPS 202 PIV cards with revoked Card Authenticatior Invalid
cert Credential

59 Valid | Used to register FASCfor Card 51. After this card is | Invalid
registered, the time of access test case for Card 51 cq Credential
be run.

60 Invalid | PIMAUTH certificate SKID does not match EE public | Tampered
in the Auth Certificate. Data

61 Invalid | PIV CHUID content signing certificate does not expre| Invalid
EKU policy OID-@I\fcontent-signing Credential
(2.16.840.1.101.8.7).

62 Invalid | PIV Secure Messaging Certificate Signer content sigr Invalid
certificate does not express EKU policy OiBIM Credential
contentsigning (2.16.840.1.101.3.6.7).

63 Valid | Golden PIV with SM ciphersuite '27', fudlynfigured None
SMAUTH, and fully configured OB0TH,
intermediate CVC present.

64 Valid | Golden PIM with SM ciphersuite '27', fully configured | None
SMAUTH, and fully configured O80TH,
intermediate CVC present.

65 Valid | Golden PIV with SM cipraaite '2E', fully configured None
SMAUTH, and fully configured O80TH,
intermediate CVC present.

66 Invalid | Based or65, but PIV Application Property Template | Invalid
Tag '61' does natontain Tag 'AC'. Credential

67 Invalid | Based or65, but PIV Aplication Property Template Invalid
Tag '61' contain$ag 'AC' but it does not contain a tag| Credential
'‘80' reference of '27' or '2E".

68 Invalid | Based or65, but Buffer 0x1017 is empty. Invalid

Credential
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69 Invalid | Based or65, but Buffer 0x1017 doasot contain tag Invalid
0x70. Credential

70 Invalid | Based or65, but Buffer 0x1017 tag 0x70 is empty. Invalid

Credential

71 Invalid | Based or65, but keyref '04' key is aP56 key. Invalid

Credential

72 Invalid | Based or65, but the CVC's issuer identdition number | Invalid
does not match the subjectKeyldentifier in the Credential
contentSigning certificate when no intermediate CVC
present.

73 Invalid | Based or65, but the Intermediate CVC's issuer Invalid
identification number does not match the Credential
subjectKeyldntifier in the contentSigning certificate.

74 Invalid | Based or65, but the CVC's issuer identification numbe Invalid
does not match the subjectKeyldeif in the Credential
intermediate CVC.

75 Invalid | Based or65, but the Secure Essaging Content Signer| Invalid
contentSigningertificate issuance date is set to some| Credential
date in the past (e.g., 01/01/2020).

76 Invalid | Based or65, but the CRL from crIDP URL within Secu| Invalid
Messaging Content Signer contentSigriegificate Credential
states it is revoked.

77 Invalid | Based or65, but the Secure Messaging Certificate Invalid
Signer contentSigning certificate does not express EK Credential
policy OID 2.16.840.1.101.3.6.7 for conteigners.

78 Invalid | Based or65, butthe Secure Messaging Content Signe| Invalid
contentSigning certificate contains policy '1.2.3.4.5.6'| Credential

79 Invalid | Based or65, but buffer 0x1016 is empty. Invalid

Credential

80 | Invalid | Based or65, butbuffern Emnamc O2y (| A y| Invalid
010@ o Credential

81 Invalid | PIMAUTH certificate AKID does not match issuer's Invalid
public key ID. Credential
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4.2 PKIl Used in Test
Table 2describes the PKI infrastructure used for the FIPSEA@luation Program.

Table 2- ICAM PKI Path Descriptions

v1.4.2 Rev. A

ICAM PKI
Path Fault description Operational Group
Number

1 ICAM Invalid CA Signature Manipulated Data
2 ICAM Invalid CAotBeforeDate Revoked/Date Invalid
3 ICAM Invalid CAotAfter Date Revoked/Date Invalid
4 ICAM Invalid Name Chaining Standard<Conformant Processing
5 ICAM Missing Basic Constraints Standards Conformant Processing
6 ICAM Invalid CA False Critical Manipulated Data
7 ICAM Invalid CA False not Critical Standard<Conformant Processing
8 ICAM Invalid Path Length Constraint Standaréd Conformant Processing
9 ICAMkeyUsage keyCertSigalse Standards Conformant Processing
10 ICAM keyUsage Not Critical Standards Conformant Processing
11 ICAMkeyUsageCritical CRLSigRalse Standards Conformant Processing
12 ICAM InvalidnhibitPoligMapping Standards Conformant Processing
13 ICAM Invalid DMameConstraints Standards Conformant Processing
14 ICAM Invalid SANameConstraints Standard<Conformant Processing
15 ICAM Invalid Missing CRL Standards Conformant Processing
16 ICAM InvaliRevoked CA Revoked/Date Invalid
17 ICAM Invalid CRL Signature Manipulated Data
18 ICAM Invalid CRL Issuer Name Standards Conformant Processing
19 ICAM Invalid Old CREextUpdate Revoked/Date Invalid
20 ICAM Invalid CRiotBefore Revoked/Date Invalid
21 ICAM Invalid CRL Distribution Point Standards Conformant Processing
22 ICAM ValidequiredExplicitPolicy Standards Conformant Processing
23 ICAM InvaligdequiredExplicitPolicy Standards Conformant Processing
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ICAM PKI
Path Fault description Operational Group
Number
24 ICAM Valid GeneralizedTime PKI/Crypto Compatibility
25 ICAM Invalid GeneralizedTime Standard<Conformant Processing
32

Deprecated: ICAM Invalid SKID

Standards Conformant Processing

33 ICAM Invalid AKID Standards Conformant Processi
34 ICAM Invalid CRL format Standards Conformant Processing
35 Deprecated: ICAM 4096bit RSA key | PKI/Crypto Compatibility
36 ICAM Invalid CRL Signer Standards Conformant Processing
41 Golden PIM path- conforming with SP | Standaré Conformant Processing
800-73-4 data model
42 The Signing CA certificate provides a | Standards Conformant Processing
CRL distribution point in iissued
certificates, but it does not post a CRL.
(no CRL present for EE)
43 The Signing CA has been revoked Revoked/Date Invali
44 The SCA issued and revoked a CHUID | Revoked/Date Invalid
certificate.
45 The Signing CA certificate keyUsage | Standards Conformant Processing
extension is missing keyCertSign and
cRLSign, keyUsage is not marked
critical
46 PIV/PIM content signing ertificate Standards Conformant Processing
does not express Policy OID that maps
to Federal Common ipki-common
piv-contentSigning
2.16.840.1.101.3.2.1.48.86.
a7 RSA 21-1 SCA and RCA PKI/Crypto Compatibility
48 RSA 21-1 SCA and RSALA. RCA PKI/Crypo Compatibility
49 RSA 21-256 SCA and RCA PKI/CryptcCompatibility
50 RSA 21-256 SCA and RSA-256 RCA

PKI/Crypto Compatibility

Pagel4
March 31, 2021



PACS Functional Requirements and Test Cases v1.4.2 Rev. A

51 RSA 31-256 SCA and RCA PKI/Crypto Compatibility
52 RSA 4-256 SCA and RCA PKI/Crypto Compatibility
53 RSA 21-256 SCA and RCA PKI/Crypto Compatibility

54 RSA2-1-256 SCA and RSA-256 RCA | PKI/Crypto Compatibility

55 P-256-256 SCA and RCA PKI/Crypto Compatibility

56 P-256-256 SCA and-884-256 RCA PKI/Crypto Compatibility

57 P-384-256 SCA and RCA PKI/Crypto Comgtibility

58 P-384384 SCA and RCA PKI/Crypto Compatibility
Pagel5
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5 Credential Number Processing

Table3 describes the minimal set of credential number processing rules. All solutions
shall use 12&it (16 byte) credential numbers to provide full protectionregjaredential
number collisions and to ensure interoperability between PACS components. These
credential numbers shall be processed, transmitted, and stored in binary ftasmat.
strongly recommended that credential numbers not be parsed into séphtaifer
interoperability, audit, and ease of testing purposes (see Test Cases 7.5.1, 7.5.2, and
7.8.3). If the system parses the numbers into separate fields, they must be stored in such
a way that the 128it credential can be viewed from the useeifdae or through

reporting in its original 12®it format. The details of how the credential is parsed shall
be provided to the GSA ICAM Lab for testing purposes. The FIPS 201 Evaluation
Program anticipates new categories that have direct interactioEARBCS (e.g., PSIM

and PIAM). These new categories are anticipated to require that credential numbers be
stored in a singléeld.

Table 37 Minimal Set of Credential Number Processing Rules

FASC-N Rule
PlV and Serial Output: 1341 00 01 98 76 54 1135 78 90 11 34 11
CAC:
Decoded Wiegand Data:
128 Bit
Output 1 3 4 1 -0 0 0 1 -9 8 7 6

(Reverse 0001 0011 0100 0001 - 0000 0000 0000 0001 -1001 1000 0111
BCD) 0110

FASCND | 5 4 -1 -1 -1 2 3 4 5 6 7 8
+ CS + ICl +| 0101 0100 - 0001 - 0001 - 0001 0010 0011 0100 0101 0110 0111

Pers Inden +| 1000

Org Cat + 9 0 -1 -1 3 4 1 -1

Org Ind +

Pers/Org 1001 0000-0001- 0001 0011 0100 0001 - 0001

(parity

automatically| Translated Card Data:

removed) _ _ - _ _
Agency Code = 1341, Syste@ode =0001, Credential Number = 987654, CS =1, |
=1, PI=1234567890, 0C=1,01=1341, POA=1

UUID Rule

PlV and

PIV-I 16-byte binary representation of the UUID as defined by [RFC 4530].

128 Bit

UuID
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6 Normative References

[BAA]

[Common]

[E-PACS]

[FBCA]

[FIPS 201]

[HSPD-12]

[1SO 78163]

Buy American Act Cdification FAR 52.2252
https:/ivww.law.cornell.edu/cfr/text/48/52.225

X.509 Certificate Policy for the U.S. Federal PKI Common Policy
Framework Version2.0, September2@1, or asamended
https://www.idmanagement.gov/wp
content/uploads/sites/1171/uploads/fgk09-certpolicy-

common.pdf

FICAM Personaldentity Verification (PIV) in Enterprise Physicatcess
Control Systems (fPACS), Version 3.0 March 26, 2014
https://playbooks.idmanagement.gov/assets/pacsfiRPBPACSv3.pdf

X.509 Certificate Policy foFederal Bridge CertificatioAuthority
(FBCA), Version 2.3, April, 2019, or asamended
https://www.idmanagement.gov/wp

content/uploads/sitekl 71/uploads/fpkk509-certpolicy-fbca.pd

Federal Information Processing Standard-20Personaddentity
Verification (P1V) of Federal Employees and Contractors
http://nvipubs.nist.gov/nistpubs/FIPS/NIFTPS.2012.pdf

Homeland Security Presidential Directive 12, August 27, 2004
https:/ivww.dhs.gov/homelandecuritypresidentialdirective 12

Identification cardsi IntegratedCircuit cardg Part3: Cards with
contactg Electical interface and transmission protocols, ing&ional
Organizatiorfor StandardizationSO/IEC 78163, 2006 as amended
https://www.iso.org/obp/ui/#iso:std:igec:7816:3:ed3:vl:en

[ISO 14443-4]Cards and security devices for personal identificati@ontactless

[M-19-17]

[PIV-I]

proximity objects’ Part4: Transmissiomrotocol,International
Organization for Standardization, ISO/IEC4B4, 2018 as amended
https://www.iso.org/obp/ui/#iso:std:idec:14443:4:ed4:vl.en

Enabling Mision Delivery through Improved Identity, Credential and
Access Management fiize of Management ahBudget (OMB)
Memorandum M19-17, May, 2019
https:/ivwww.whitehouse.gagites/whitehouse.gov/files/omb/memoranda/2
005/m0524.pdf

CIO Council Personal Identityerification Interoperability fofssuers,
Version 2.0.1 July 27, 2017, orasnended
https://www.idmanagement.gov/wp
content/uploads/sites/1171/uptis#piw-i-for-issuers.pdf
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http://www.law.cornell.edu/cfr/text/48/52.225-2
https://www.idmanagement.gov/wp-content/uploads/sites/1171/uploads/fpki-x509-cert-policy-common.pdf
https://www.idmanagement.gov/wp-content/uploads/sites/1171/uploads/fpki-x509-cert-policy-common.pdf
https://www.idmanagement.gov/wp-content/uploads/sites/1171/uploads/fpki-x509-cert-policy-common.pdf
https://www.idmanagement.gov/wp-content/uploads/sites/1171/uploads/fpki-x509-cert-policy-fbca.pdf
https://www.idmanagement.gov/wp-content/uploads/sites/1171/uploads/fpki-x509-cert-policy-fbca.pdf
http://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.201-2.pdf
http://www.dhs.gov/homeland-security-presidential-directive-12
https://www.iso.org/obp/ui/#iso:std:iso-iec:7816:-3:ed-3:v1:en
https://www.iso.org/obp/ui/#iso:std:iso-iec:14443:-4:ed-4:v1:en
http://www.whitehouse.gov/sites/whitehouse.gov/files/omb/memoranda/2
https://www.idmanagement.gov/wp-content/uploads/sites/1171/uploads/piv-i-for-issuers.pdf
https://www.idmanagement.gov/wp-content/uploads/sites/1171/uploads/piv-i-for-issuers.pdf
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[PROF]

[Roadmap]

[Sect508]

[SP80G673]

[SP80G76]

[SP80678]

[SP806116]

[TAA]

[UL 294]

[UL 1076]

Common Policy X.509 Certificate and Certificate Revocation list (CRL)
Profiles Version2.1,February 2021, or asamended
https://www.idmanagement.gov/wp
content/uploads/sites/1171/uploads/gki09-certprofile-common.pdf

FICAM Roadmap and Implemégtion Guidance, Version 2.December
2,2011

https://playbooks.idmanagement.qgov/docs/roadficam. pdf

Section 508 of the Rehabilitation Act, as amended byWtkforce
Investment Act 01998

http://www.section508.gov/section508wvs

Interfaces for Personal Identity VerificatiorPart 1: PIV Card
Application Namespace, Data Model and Repregaton, NST
Special Publication 8003-4, May 2015 or as amended
https://csrc.nist.gov/publications/detail/sp/800-73/4/final

Biometric Specifications for Personalentity Verification,
NIST Special Publication 8006-2, July 2013, or as amended
https://csrc.nist.gov/publications/detail/sp/80& ' 2/final

Cryptographic Algorithms and Ke§izes for Personal Identity
Verification, NIST Special Publication 8&¥-4, May 2015,

or as amended
https://csrc.nist.gov/publications/detail/sp@87 8/4/final

Guidelines for the Use of PIV Credentials in Facility Access,
NIST SP 800116 Revision 1, June 2018, or as amended
https://csrc.nist.gov/publicatis/detail/sp/80d16/revl/final

Trade Agreement Act Certification FAR 52.285
http://acquisition.gov/far/current/html/52_223 226.html

The Standard of Safety fé«ccess Control System Units, UHdition
Numberi 6, Date 05/10/2013, Type ULSTD
https://standardscatalog.ul.com/standards/en/standard_294 6

The Standard of Safety for Proprietary Alarm Units, UL Edition Nurmber
5, Date 09/29/1995, Type ULSTD
https://standardscatalog.ul.conatstiards/en/standard_1076 5
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https://www.idmanagement.gov/wp-content/uploads/sites/1171/uploads/fpki-x509-cert-profile-common.pdf
https://www.idmanagement.gov/wp-content/uploads/sites/1171/uploads/fpki-x509-cert-profile-common.pdf
https://playbooks.idmanagement.gov/docs/roadmap-ficam.pdf
http://www.section508.gov/section508-laws
https://csrc.nist.gov/publications/detail/sp/800-73/4/final
https://csrc.nist.gov/publications/detail/sp/800-76/2/final
https://csrc.nist.gov/publications/detail/sp/800-78/4/final
https://csrc.nist.gov/publications/detail/sp/800-116/rev-1/final
http://acquisition.gov/far/current/html/52_223_226.html
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[UL 1981] The Standard for Centr&tation Automation Systems UWHdition
Number- 3, Date 10/29/2014, Type ULSTD
https://standardscatalog.ul.comfefards/en/standard 1981 3
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7 Functional Requirements and Test Cases

7.1 Severity Levels

If [FRTC] functional requirements are revised due to tgeasitive security threats,
noted technology vulnerabilities, or other critical issueglternatively, specific
probl ems are discovered in a veasbeenods
listed on the APL, the affected vendor(s) will be notified that the identified product(s)
must be improved as necessary in order to remain oARheA remediation grace
period will be granted commensurate with the severity level of the problem.

produc

7.2 APL Listing Requirements

Table 4defines the APL listing requirements based on classification of the test case and
its severity level. The program wilbhlist a product that has a Severity 1 test case that
failed (shown RED)Table 5specifies the remedtiion timeframes for each severity level.
Products not corrected within the given timeframe will be moved to the Removed
Products List (RPL).

Table 4- APL listing based on Test Level and Classification

Test Level / | Severity 1 Listed | Severity 2 | Listed | Severity 3 | Listed
Classification on APL on on
APL1 APL

Security Pass & |Pass & |Pass &)
Required

Uses APL (2 |UsesAPL | (2 |UsesAPL | 2

approved approved approved

product product product

Fail Rk | Falil K | Fall @)
Security Pass @ |Pass 2 |Pass &)
Optional:  Fiyces APL @ |UsesAPL | (@ |UsesAPL | @
Supported | approved approved approved
by Product | product product product

Fail K | Fail 2 | Falil @)

1 No new solution that fails a test case labeled Security/Required Severity LeveR? (@Rbe listed on the APL. Existing solutis
that initially passed a SR test case, but in subsequent revisions fail 2 $%t case, are subject to remediatiothiwi90 days as
specified inTable 5below.
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Test Level / | Severity 1 Listed | Severity 2 | Listed | Severity 3 | Listed
Classification on APL on on

APL? APL

Security Not & [Not & [Not &K
Optional: Supported Supported Supported
Not
Supported
Usability Pass @) Pass & |Pass &
Required  yges APL @ |UsesaPL | @ |UsesAPL | @

approved approved approved

product product product

Fail K | Fail & |Fail @)
Usability Pass & Pass & | Pass &
Optional:

Uses APL @) Uses APL & |Uses APL @)
Supported approved approved approved
by Product | product product product

Fail K | Fail 2 |Fail @)
Usability Not & | Not & | Not &)
Optional: Supported Supported Supported
Not
Supported

Table 5- Severity Remediation Timeframes

Severity . L Remediation
Level Severity Description Timeframe
1 The identified problem results in a High impact to any| 30 days
security, PACS operains, PACS availability, or other
area examined.
2 The identified problem results in a Moderate impact tc 90 days
any of security, PAC8perations, PACS availability, or
other area examined.
3 The identified problem results in a Low impact to afy 1 year
security, PACS operations, PACS availability, or othe
area examined.
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7.3 Classification Codes and Scoring Guidelines

The FRTC6s associated Topology Mapping form
test case. The classification code is shorththat indicates the test type for the

requirement iSecurityor Usability and whether the requirement is mandator

(Required or Optional Table 6describes the classification codes.

Table 6- Classification Codes

Classification Code | Security/Usability

S[RO]J-[1..3] Security - A control directly impacting security of the system

U[RO]-[1..3] Usability - A control impacting end user system usability.
Does not directly impact security.

Classification Code | Required/Optional

[SUIR-[1..3] Required - Mustbe present. Must work correctly: Red/Greer
[SU]O-[1..3] Optional - May be present. If presentnitust work correctly:
Red/Green.
Not Supported: Yellow.
Example: SR2 Security, Required, Severity Level 2
Example: UG3 Usability, Optional, Severity Levd 3
Page22
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Table 7- Impact Guidelines

v1.4.2 Rev. A

High

Moderate

Low

Could lead tancorrect
access to exclusion

Could lead to incorrect]

Could lead to incorrect

into facilities/areas
during that time

facilities/areas during
those somewhat
frequent times

Security access to limited area{ access to controlled ae
oy (sefsP 800 (see[SP 806116)) (see[SP 806116))
Unable to manage or | Unable to manage or Unable to manade or us
use the PACS tthe | use the PACS to the g
, .| the PACS to the extent
. extent that PACS use i] extent that PACS use i .
Operations " ) I that PACS use islightly
severely diminished, | seriously diminished, L
. : ) , diminished or
inconvenient, or inconvenient, or . .
, . inconvenient
unreliable unreliable
The PACS is down .
The PACS is down for | frequently for limited The PACS is dO.W”.
L : infrequently for limited
significant lengths of | lengths of time, lenaths of time
Availability | time, precluding entry | precluding entry into g ’

precluding entry into
facilities/areas during
those times
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8 Functional Requirements and Test Cases Matrix

Table 8- Functional Requirements and Test Cases Matrix

v1.4.2 Rev. A

Classifi TC# Card # Path # Description/Test Case Procedure Expected Result Requirement Source
cation
2.0 Requirements at Time of hPerson Registration In Accordance All tests use PKI Note all requirements
With [E-PACS] PIA AUTH unless sourced from [EPACS]
specifically noted. | unless otherwise noted.
2.01 Signature Verification
SR1 2.01.01 46 00 +SNATE LINBRdzOG QA | 0Af A (fcatds2 ¢ Registration PIA2 thru PIA7
found in the certification path for a PIV credential. succeeds.
SR1 2.01.02 54 00 +SNATE LINBPRdzOGQa | 0Af Beitificatds2 ¢ Registratdn PIA2 thru PIA7
found in the certification path for a PIMcredential. succeeds.
SR1 2.01.03 46 01 +SNATE LINRPRdzOGQaAa FoAfAG& G2 N Registrationfails. | PIA3.2, PIA3.4, PIA4,
intermediate CA in the certification path. PIAS
SR1 2.01.04 05 00 + SNA & LINE R dz@iiize invalidGignatdreioh thé BEhd N Registration fails. | PIA3.2, PIA3.4, PIA4
Entity certificate (Invalid: Certificate Signature is Invalid).
SR1 2.01.05 23 00 +SNATE LINPRdAzOG Q& oAt AlG@ G2 N Registrationfails. | PIA3.2, PIA3.4, PIA4
mismatch.
2.02 Certificate Validity Periods
SR3 2.02.01 46 02 +SNATE& LINRPRdAzOG Q& | 6 A fnotBalorediage ofN Registration fails. | PIA3.5, PIA5
the intermediate CA certificate is sometime in the future.
SR1 2.02.02 10 00 +SNATE& LINBRdzOGQa | 0 A fnbtAfierdadte?of N Registration fails. | PAF3.2, PIA3.4, PIA4
the End Entity Signing CA is sometime in the past.
SR3 2.02.03 12 00 +SNATE& LINBRdzOGQa | 0 A frnbtBaloreda ofN Registration fails. | PIA3.5
the End Entity certificate is sometime in the future.
SR1 2.02.04 46 03 +SNATE LINPRdAzOG Q& | 6 A fnotifierdate?of N Registratio fails. PIA3.5, PIAS
the intermediate certificate is sometime in the past.
SR1 2.02.05 13 00 +SNATE LINPRdAzOG Q& | 6 A fnotifierddie2of N Registration fails. | PIA3.5
the End Entity certificate is sometime in the past.
2.03 Name Chaining
SR1 2.03.01 46 04 VerifyprodOG Qa FoAfAdle (G2 NB2SOG | Registration fails. | PIA3.2,PIA5

portion of the issuer's hame in the End Entity certificate does not
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match common name portion of subject's name in the previous
intermediate certificate.

Classifi
cation

TC#

Card #

Path #

Description/Test Case Procedure

Expected Result

Requirement Source

2.04

Basic Constraints

SR1

2.04.01

46

05

Verify product's ability to recognize when the intermediate CA
certificate is missing Basic Constraints extems

Registration fails.

PIA3.2, PIAS

SR3

2.04.02

46

06

Verify product's ability to recognize when the Basic Constraints
extension is present and critical in the intermediate CA certificatg
but the cA component is false.

Registration fails.

PIA3.2, PA-5

SR3

2.04.03

46

07

Verify product's ability to recognize when the Basic Constraints
extension is present and not critical in the intermediate CA
certificate but the cA component is false.

Registration fails.

PIA3.2, PIAS

SR1

2.04.04

46

08

Verify poduct's ability to recognize when the first certificate in the
path includes Basic Constraints extension with a pathLenConstr
of 0 (this prevents additional intermediate certificates from
appearing in the path). The first certificate is falled by he
second intermediate CA certificate and an End Entity certificate.

Registration fails.

PIA3.2, PIAS

SR3

2.04.06

81

33

+SNAFE& LINPRAzOG Q& FoAfAGE G2 R
authority (issuer) public key in the Autlertificate.

Registration fds.

PIA3.2, PIAS

SR3

2.04.07

60

62

+SNATE LINRBRAzOGQ&a loAafate G2 H

public key in the Auth Certificate.

Registration fails.

PIA3.2, PIAS

2.05

Key Usage Verification

SR1

2.05.01

46

09

+ SNA T& LIMPtdrdedyiite avheh hdiiritermediate
certificate includes a Key Usage extension in wh&CertSigis
false.

Registration fails.

PIA3.2, PIAS

SR3

2.05.02

46

10

+SNRAF& LINBRdAzOG Qa | ointérrhedidte G2 N
certificate includes a nowritical Key Usage extension and rejects
the path because a CA's Key Usage extension must always be
marked critical.

Registration fails.

PIA3.2, PIA5, [PROF]
Worksheet 3

SR1

2.05.03

46

11

+SNAFE& LINPRdAzOG Q& FoAfAlGE G2 N
certificate includes a Key Usage extension in whitBignis false.

Registration fails.

PIA3.2, PIAS

SR1

2.05.04

46

NEW

Verify product's ability to recognize when intermediate certificate
includes Key Usage extensikeyCertSigand criSignfalse, and Key
Usage not critical.

Registration fails.

SR1

2.05.05

61

00

+SNATE LINRBRdzOGQaAa FoAftAGE G2 N
signing certificate does not express EKU policyi®\content

signing(2.16.840.1.101.3.6.7).

Registration fails.

[Common],PIA3.2, PIA
5
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Classifi
cation

TC#

Card #

Path #

Description/Test Case Procedure

Expected Result

Requirement Source

SR1

2.05.06

62

00

+SNAFE& LINPRdAzOG Q& FoAfAGE G2 N
Certificate Signer content signing certifie does not express EKU
policy Ol0Od-PI\fcontentsigning(2.16.840.1.101.3.6.7).

Registration fails.

[Common], PIA.2, PIA
5

2.06

Certificate Policies

SR1

2.06.01

Valid PIV

Common
Policy Root

With the trust anchor set to Common Policy chéalsee if the
validation software is able to recognize when an explicit certifica
policy is required and present in the certificate path. The explicit
policy for PIV Authentication Certificates will be geid-fpki-
commonauthentication(2.16.840.1.10.3.2.1.3.13) by the relying
party solution.

Registration
succeeds.

PIA3.2, PIAS

SR1

2.06.02

Valid PIV

Common
Policy Root]

With the trust anchor set to Common Policy check to see if the
validation software is able to recognize when an explicit certiica
policy is required and not present in the PIV Authentication
Certificate path. The explicit policy will be set by the relying party
solution to an arbitrary value that is not presenttire certificate
path (e.g., OID value 1.2.3.4).

Registration fails.

PIA3.2, PIAS

SR1

2.06.05

Valid PIV

Common
Policy Root

With Common Policy anchor, check to see if the validation softw
is able to recognize when an explicit certificate policy is required
and not present in the certificatehowever, is present somehere
in the certificate path. The explicit policy will bet by the relying
party solution to a value that is present in the certificate path but
does not map to the end entity certificate suchidgpki-common
High(2.16.840.1.101.3.2.1.3.16).

Registréion fails.

PIA3.2, PIAS

SR2

2.06.06

46

12

With required policy set to the CITE test OIDidbipki-common
authenticationo H ®mc dyn n dmdmMaAmMmPo GH Om D
to process a path that includespalicyConstraintextension with
inhibitPolicyMappinget to 0 which invalidates the AB/ Test
Bridge to ICAM Root CA policy mappings.

Registration fails.

PIA3.2, PIAS

SR1

2.06.07

46

00

With the trust anchor set to ICAM Test Card PIV Root CA, check
see if the validation software is able tecognize when an explicit
certificate policy is required and present in the certificate path. T
explicit policy for the PIV Authentication Ceadiftes will be set to
the CITE test OID fad-fpki-commonauthentication
(2.16.840.1.101.3.2.1.48.11) Hye relying party solution.

Registration
succeeds.

PIA3.2, PIAS

SR1

2.06.08

46

00

With the trust anchor set to ICAM Test Card PIV Root CA, check

see if the validation software is able to recognize when an explic

Registration
succeeds.

PIA3.2, PIAS
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certificate policy is required angresent in the certificate path. The
explicit policy for Card Authentication Certifiea will be set to the
CITE test OID fad-fpki-commoncardAuth
(2.16.840.1.101.3.2.1.48.13) by the relying party solution.

Classifi
cation

TC#

Card #

Path #

Description/Test Case Procedure

Expected Result

Requirement Source

SR1

2.06.09

46

00

With the trust anchor set to ICAM Test Card PIV Root CA, check
see if the validation software is able to recognize when ariexp
certificate policy is required and present in the certificate pathe
explicit policy for CHUID signature certificates will be set to the ¢
test OID forid-fpki-commonpiv-contentSigning
(2.16.840.1.101.3.2.1.48.86) by the relying party solution

Registration
succeeds.

PIA3.2, PIAS

SR1

2.06.10

46

00

With thetrust anchor set to ICAM Test Card PIV Root CA, check
see if the validation software is able to recognize when an explic
certificate policy is required and not present in the Card
Authentication certificate path. The explicit policy will be set by th
relying party solution to an arbitrary value that is not present in tk
Card Authentication certificate path (e.g., OID value 2.3.4.5).

Registration fails.

PIA3.2, PIAS

SR1

2.06.11

46

00

With the trust anchor set to ICAM Test Card PIV Rootlik to
see if the validation software is able to recognize when an explic|
certificate policy is required and not present in the CHUID signat]
certificate path. The explicit policy will Iset by the relying party
solution to an arbitrary value thasinot present in the CHUID
signature certificate path (e.g., OID value 3.4.5.6).

Registration fails.

PIA3.2, PIAS

SR1

2.06.12

54

00

With the trust anchor set to ICAM Test Card-PRbot CAcheck to
see if the validation software is able to recognize when an explic
certificate policy is required and present in the certificate path. T
explicit policy for Authentication Certificategll be set to the CITE
test OID foiid-fpki-certpcypivi-hardware
(2.16.840.1.101.3.2.1.48.78) by the relying party solution.

Registration
succeeds.

PIA3.2, PIAS

SR1

2.06.13

54

00

With the trust anchor set to ICAM Test Card-PRobot CA, check to
see if the validation software is able to recognize wherexplicit
certificate policy is required and present in the certificate path. T
explicit policy for Card Authentication centifites will be set to the
CITE test OID fad-fpki-certpcypivi-cardAuth
(2.16.840.1.101.3.2.1.48.79) by the relying party dotut

Registration
succeeds.

PIA3.2, PIAS

SR1

2.06.14

54

00

With the trust anchor set to ICAM Test Card-PRbot CA, check to

see if the validation software is able to recognize when an explic

Registration
succeeds.

PIA3.2, PIAS
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certificate policy is required and present in the cecate path. The
explicit policy for CHUID signature certificaigill be set to the CITH
test OID forid-fpki-certpcypivi-contentSigning
(2.16.840.1.101.3.2.1.48.80) by the relying party solution.

Classifi
cation

TC#

Card #

Path #

Description/Test Case Procedure

Expected Result

Requirement Source

SR1

2.06.15

54

00

With the trust anchor set to ICAM Test Card-PRbot CA, check to
see if the validation software is able to recognize when an explic
certificate policy is required and not presentthre Authentication
Certificate path. The explicit policy will be set by the relying party
solution to an arbitrary value that is not present in the
Authentication certificate path (e.g., OID value 4.3.2.1).

Regstration fails.

PIA3.2, PIAS

SR1

2.06.16

54

00

With the trust anchor set to ICAM Test Card-PRobot CA, check to
see if the validation software is able to recognize when an explic
certificate policy is required and not present in the Card

Authentication certificate path. The expligiolicy will be set by the
relying party solution to an arbitrary value that is not present in tk
Card Authentication certificate path (e.g., OID value 5.4.3.2).

Registration fails.

PIA3.2, PIAS

SR1

2.06.17

54

00

With the trust anchor set to ICANlest Card PW/Root CA, check to
see if the validation software is able to recognize when an explic|
certificate policy is required and not present in the CHUID signat]
certificate path. The explicit policy will be sat the relying party
solution toan arbitrary value that is not present in the CHUID
signature certificate path (e.g., OID value 6.5.4.3).

Registration fails.

PIA3.2, PIAS

SR1

2.06.18

54

00

With trust anchor set to ICAM Test Card PIV Root CA, and the
following policies areequired:
__id-fpki-commonauthentication(2.16.840.1.101.3.2.1.3.13)
__idfpki-commoncardAuth (2.16.840.1.101.3.2.1.3.17)
__id-fpki-commonpiv-contentSigning2.16.840.1.101.3.2.1.3.39)
and a valid PWis presented.

Registration fés.

SR1

2.06.19

54

00

With trust anchor set to ICAM Test CardPRbot CA, and the
following policies are required:
__id-fpki-commonpivi-authentication(2.16.840.1.101.3.2.1.48.83)
__id-fpki-commonpivi-cardAuth(2.16.840.1.101.3.2.1.48.84)
__id-fpki-commonpivi-contertSigning(1.2.3.4)

and a PIM is presented.

Registration fails.

2.07

Generalized Time
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Classifi TC# Card # Path # Description/Test Case Procedure Expected Result Requirement Source
cation

SR3 2.07.01 46 24 +SNATE LINPRdAzOG Q& FoAfAGE (2 LU Registration PIA3.2, PIAS
year 2049 in the path. succeeds.

SR3 2.07.02 46 25 +SNATE LINPRdAzOG Q& FoAfAGE (2 LU Registraibn fails. PIA3.2, PIAS
before year 2049 in the path.

2.08 Name Constraints

SR1 2.08.01 46 00 The system recognizes when the intermediate certificate include| Registration PIA3.2, PIAS
Name Constraints extension that specifies a single permitted succeeds.
subtree. The end entity certificate includesaject name that falls
within that subtree.

SR1 2.08.02 46 13 The system recognizes when the intermediate certificate include| Registration fails. PIA3.2, PIAS
Name Constraints extension that specifies a single permitted
subtree. The enéntity cetificate includes a subject name that fall
outside that subtree.

SR1 2.08.03 46 14 The system recognizes when the intermediate certificate include| Registration fails. PIA3.2, PIAS
Name Constraints extension that specifies a single permitted
subtree The end entity certificate includes a subject name that fq
within that subtree andsubjectAltNamevith a DN that fdbs outside
that subtree.

2.09 Certificate Revocation Tests (CRL)

SR1 2.09.01 46 15 Thesystem recognizes when no revocation information is availalj Registration fails. PIA3.5, PIAS, PIA7
for the End Entity certificate.

SR1 2.09.02 46 16 The system recognizes when a second intermediate CA certifica Registration fails. PIA3.5, PIA5, PIA7
revoked.

SR1 2.09.03 24 00 The system recognizes when the End Entity certificate is revoke( Registration fails. PIA3.5, PIAG, PIA7

SR1 2.09.04 46 18 The system recognizes when a certificate in the path links to a G Registration fails. PIA3.5, PIA5, PIA7
issued by a CA othehan that which issued the cert.

SR1 2.09.05 46 19 The system recognizes when a certificate in the path points to a| Registration fails. PIA3.5, PIAG, PIA7
with an expiredhextUpdatevalue (an expired CRL).

SR3 2.09.06 46 20 The system recognizes when a certificate in the path points to a| Registration fails. PIA3.5, PIAG, PIA7
with anotBeforeDate in the future.

SR1 2.09.07 46 21 The system recognizes when a certificate in the path has an Registration fails. PIA3.5, PIA5, PIA7
incorred CRIdistribution point.

SR1 2.09.08 46 17 The system recognizes when the CRL has an invalid signature. | Registration fails. PIA3.5, PIA5, PIA7

SR2 2.09.09 46 34 The system recognizes when iacorrectly fomatted CRL is preser] Registration fails. PIA3.5, PIA5, PIA7

in the path.
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Classifi TC# Card # Path # Description/Test Case Procedure Expected Result Requirement Source
cation
SR1 2.09.10 46 36 The system recognizes when an invalid CRL signer is in the patl Registration fails. PIA3.5, PIA5, PIA7
SR1 2.09.11 58 00 The system recognizes when the Card Authentication Certificate Registration fails. [SP 800r3], PIA3, PIA
revoked. 3.2
SR1 2.09.12 58 00 Thesystem recognizes when: Registration fds. [SP 800r3], PIA3, PIA
1.the endentity PIV Authentication Certificate is not expired or 3.2
revoked
2. the endentity Card Authentication Certificate is not expired bu
is revoked; AIA to OCSP is not available and crIDP to CRL is av
2.10 CHUID Verification
SR1 2.10.01 04 00 The system recognizes when the CHUID signature is invalid and Registration fails. PIA3.2, Pl1A4
not verify.
SR2 2.10.02 09 00 The system recognizes when t8&lUID signer certificate is ébgal. | Registration fails. PIA3.6, PIAS
SR1 2.10.03 14 00 The system recognizes when the CHUID is expired. Registration fails. PIA3.6
SR2 2.10.04 15 00 The system recognizes when the FABI@ the CHUID does not Registration fails. PIA3.2; [SP80T 3], Part
equal the FASH in the PIV Auth Cert. 1,83.1.2
SR2 2.10.05 19 00 The system recognizes when the UUID in the CHUID does not ¢ Registration fails. PIA3.2;[SP80673], Part
the UUID in the PW/Auth Cert. 1, 83.3
SR1 2.10.06 11 00 The systm recognizes when the RAMUTH certificate expires after| Registration fails. [FIPS 201]; [FBCA]
the CHUID expiration date. 86.3.2, Appendix A (10)
& (11)
SR1 2.10.08 46 03 The systenrecognizes when an intermediate certificate in the Registration fails. [FIPS 201]; [FBCA]
CHUID signer cerittfaite path is expired. 86.3.2, Appendix A (10)
& (11)
SR1 2.10.09 46 16 The system recognizes when an intermediate certificate in the | Registration fails. [FIPS 201]; [FBCA]
CHUIsigner certificate path is revoked. 86.3.2, Appendix A (10)
& (11)
SR1 2.10.10 57 0 The system recognizes when the CHUID signer certificate is rev( Registration fails. PIA3, PIA3.2
2.11 Faciallmage Verification
SR1 2.11.01 06 00 The system recognizes when the Facialgensignature is invalid Registration fails. PIA3.2, Pl1A4
and does not verify.
SR2 2.11.02 49 00 The system recognizes when the Facial Image CBEFF is expire( Registration fails. [SP 80676]
uo3 2.11.03 50 00 The system recognizes when the Facial iem@8EFF will expire Registration [SP 80676]

before the CHUID expiration date.

succeeds but systen
issues warning

during registration.
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2.12 CopiedContainers
Classifi TC# Card # Path # Description/Test Case Procedure Expected Result Requirement Source
cation
SR1 2.12.01 16 00 The system recognizes when the FASIG the PKCAK certificate | Registration fails. PIA3.2; [SP80T 3], Part
does not equal the FASCin the PI\Auth Cert. 1,83.1.2
SR1 2.12.02 20 00 The system recognigevhen the UUID in the PRIAK certificate Registration fails. PIA3.2; [SP80T 3], Part
does not equal the UUID in the PiMuth Cert. 1,83.1.2
SR1 2.12.03 17 00 The system recognizes when the FASI@ the Facial Image does | Registration fails. PIA3.2; [SP80T 3], Part
not equal the FASHN in the PIV Auth Cert. 1,83.1.2
SR1 2.12.04 21 00 The system recognizes when the UUID inFheial Image does not| Registration fails. PIA3.2; [SP80T 3], Part
equal the UUID in the PINAuth Cert. 1,83.1.2
2.13 Fingerprint Verification
SR1 2.13.01 o7 00 The system recognizes when the Fingerprint signature is invalid| Registration fails. PIA3.2; [SP80T 3], Part
doesnot verify (using CHUID content signer certificate). 1,83.1.2
SR1 2.13.03 vdid Common | Verify Product's ability to accept a valid credential with a matchiry Registration PIA9
Credential| Policy Root| fingerprint. succeeds.
SR1 2.13.04 Valid Common | Verify Product's ability to reject a valid credential withan- Registration fails. PIA9
Credential| Policy Root| matching fingerprint.
SR1 2.13.05 18 00 The system recognizes when the FAB@the Fingerprint does not| Registration fails. PIA3.2; [SP80T 3], Part
equal the FASH in the PIV Auth Cert. 1,83.1.2
SR3 2.13.06 22 00 The system recognizes when the UUID in the Fingerprint does n{ Registration fails. PIA3.2; [SP80T 3], Part
equal the UUID in the PANAuth Cert. 1,83.1.2
SR2 2.13.07 51 00 The system recognizes when the Cardholder Fingerprints CBEF| Regigration fails. [SP 806076]
expired.
uo3 2.13.08 52 00 The system recognizes when the CardholEiegerprints CBEFF wi| Registration [SP 80676]
expire before the CHUID expiration date. succeeds but systen
issues warning
during registration.
2.14 SecurityObject Verification
SR2 2.14.01 08 00 The system recognizes when tBecurity Object signature is invali¢ Registration fails. PIA3.4, PlA4, PIAS
and does not verify.
SR2 2.14.02 38 00 The system recognizes when a hash value within the SeculjecO| Registration fails. [SP80673] Part 1
does not match its corresponding data group buffer.
SR1 2.14.03 55 00 The system recognizes when a credential is missing the Security Registration fails. [SRB00-73] Part 1
Object or the length of the Security Object is zero.
2.15 OCSP Response Checking
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Classifi TC# Card # Path # Description/Test Case Procedure Expected Result Requirement Source
cation
SR1 2.15.01 46 00 The system successfully validates a good credential using an O( Registration PIA3.2, PIA3.5
response with a good signature. succeeds.
SR2 2.15.02 42 00 Validation fails using an OCSP Responder with an expired signa Registration fails. PIA3.2, PIA3.5, PIA3.6
certificate for a good card.
SR3 2.15.03 43 00 Valdation succeeds using an OG&#ponder with a revoked Registration PIA3.2, PIA3.5
signature certificate for a good card with PKIX_OCSP_NOCHE({ succeeds.
present.
SR2 2.15.04 44 00 Validation fails using an OCSP Responder with a revoked signat Registration fails. PIA3.2, PIA3.5, PIA3.6
certificate for a good cardithout PKIX_ OCSP_NOCHECK presel
SR1 2.15.05 45 00 Validation fails using an OCSP Responder with a signature certil Registratiorfails. PIA3.2,PIA4
containing an invalid signature for a good card.
SR1 2.15.06 45 00 The system recognizes when: Registration fails. PIA3.2, PI1A4
1. the endentity PIV Authentication Certificate is not expired or
revoked
2. the Card Authentication Certificate is not expired but is revoke
AlA to OCSP is available and crIDP toiCRit available.
2.16 Interoperability Testing
SR1 2.16.01 Valid PIV| Common | Various valid PIV (including CAC) andIR&fds can be individually| Regstration PIA6
and PIM | Policy Root| registered using PKHUTH method. succeeds.
SR1 2.16.02 39 37 The system recognizes a Federi@gued PIV card with a FASS Registration PIA6
that does not begimwith fourteen 9s and treats the credential as a succeeds.
PV throughout the system. The primary identifier for the cards
the CHUD GUID.
SR1 2.16.03 54 00 The system recognizes a Federilued PIV card with a FASE Registration PIAG
that begins with fourteen 9s. succeeds.
SR3 2.16.04 46 00 The system recognizes when the Extended Key Usagasah Registration [FIPS 201]
keyPurposeld Olid-PI\fcontentsigning(2.16.840.1.101.3.6.7) is | succeeds.
present in the content signing certificate.
SR3 2.16.05 46 00 The system recognizes when an explicit Extended Key Usage | Registration fails. [FIPS 201]
extensionkeyPurposel®IDid-PI\fcontentsigning(e.g.,
1.2.3.4.5.6.7) is not present in the content signing certificate.
SR3 2.16.06 54 00 The system recognizes when the Extended Key Usage extensio| Registration [FIPS 201]
keyPurposeld Ol@-fpki-pivi-contentsigning(2.16.840.1.101.3.8.7)| succeeds.
is present in the content signing certificate.
Classifi TC# Card # Path # Description/Test Case Procedure Expected Result Requirement Source
cation
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SR3 2.16.07 54 00 The system recognizes when an explicit Extended Key Usage | Registration fails. [FIPS 201]
extensionkeyPurposel®IDid-fpki-pivi-contentsigning(e.g.,
1.2.3.4.5.6.7)s not present in the content signing certificate.

SR3 2.16.08 46 00 The system recognizes when the Extended Key Usage extensio| Registration [FIPS 201]
keyPurposeld OlR-PI\(cardAuth(2.16.840.1.101.3.6.8) is presen| succeeds.
in the Card Authenticationertificate.

SR3 2.16.09 46 00 The system recognizes when an explicit Extended Key Usage | Registration fails. [FIPS 201]
extensionkeyPuposeldOIDid-PI\fcardAuth(e.g., 1.2.3.4.5.6.7) is
not present in the Card Authentication certificate.

SR3 2.16.10 54 00 The system recognizes when the Extended Key Usage extensio| Registration [FIPS 201]
keyPurposeld Olid-Pl\fcardAuth(2.16.84.1.101.3.6.8) is present| succeeds.
in the Card Authentication certificate.

SR3 2.16.11 54 00 The system recognizes when an explicit Extended Key Usage | Registration fails. [FIPS 201]
extensionkeyPurposel@IDid-PI\(cardAuth(e.g., 1.2.3.4.5.6.7) is
not preser in the Card Authentication certificate.

SR1 2.16.13 47 00 A FIPS 202 card can be registered with thevFAS@ positioned Registration [FIPS 201]
after theentryUUIDN the GeneralNamesequence within the succeeds.
Subject Alternative Names extensiohtbe PIV Authentication
certificate.

SR1 2.16.14 53 00 The system successfully handles cards with a slightly larger than Registration [[SP808a73]]
recommended Card Authentication Certificate (2160 bytes). succeeds.

SR1 2.16.15 Valid PIV| Common | Various valid PIV cards canihdividually registered. Registration PIAG

Policy Root] succeeds.

Trust anchor set to Common Policy Test Root, and the following
policies are required:
__idfpki-commonauthentication (2.16.840.1.101.3.2.1.48.11)
__idfpki-common-cardAuth (2.16.840.1.101.3.2.1.48.13)
__idfpki-commonpiv-contentSigning (2.16.840.1.101.3.2.1.48.86

SR1 2.16.16 Valid CAC, Common | Various valid CAC cards can be individually registered. Registration PIA6

Policy Root] succeeds.
Trust anchor set t&€ommon Policy Root, and the following policie
are required:
__id-fpki-commonauthentication(2.16.840.1.101.3.2.1.3.13)
__id-fpki-commonpiv-contentSigning2.16.840.1.101.3.2.1.3.39)
__idfpki-commoncardAuth (2.16.840.1.101.3.2.1.3.17) (When
applicable)
Classifi TC# Card # Path # Description/Test Case Procedure Expected Result Requirement Source
cation
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SR1

2.16.17

Valid PIM

Common
Policy Root

Various valid PN/cards can be individually registered.

Trust anchor set to Common Policy Test Bridge, and the followin
policies are required:

__idfpki-commonpivi-authenticaton (2.16.840.1.101.3.2.1.48.78)
__idfpki-certpcy-pivi-cardAuth (2.16.840.1.101.3.2.1.48.79)
__idfpki-certpcypivi-contentSigning (2.16.840.1.101.3.2.1.48.80

Registration
succeeds.

PIAG

SR1

2.16.18

63

Common
Policy Root

Various valid PIV cards can be individually registered.

SMAUTH present
OCCAUTH present

Trust anchor set to Common Policy Test Root, anddhewing
policies are requid:

__idfpki-commonauthentication (2.16.840.1.101.3.2.1.48.11)
__idfpki-commoncardAuth (2.16.840.1.101.3.2.1.48.13)
__idfpki-commonpiv-contentSigning (2.16.840.1.101.3.2.1.48.86

Registration
succeeds.

PIAG

SR1

2.16.19

Valid Test
CAC

Common
PolicyRoot

Various valid CAC cards can be individually registered.

SMAUTH present
OCCAUTH present

Trust anchor set to Common Policy Root, and the following polic
are required:

__idfpki-commonauthentication (2.16.840.1.101.3.2.1.3.13)
__idfpki-commonpiv-contentSigning (2.16.840.1.101.3.2.1.3.39)
__idfpki-commoncardAuth (2.16.840.1.101.3.2.1.3.17) (When
applicable)

Registration
succeeds.

PIAG

SR1

2.16.20

64

Common
Policy Root

Various valid PW/cards can be individually registered.

SMAUTH presen
OCGAUTH present

Trust anchor set to Common Policy Test Bridge, and the followin
policies are required:

__idfpki-commonpivi-authentication (2.16.840.1.101.3.2.1.48.78
__idfpki-certpcy-pivi-cardAuth (2.16.840.1.101.3.2.1.48.79)

__idfpki-certpcypivi-contentSigning (2.16.840.1.101.3.2.1.48.80

Registration
succeeds.

PIAG
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2.17 Cryptography Testing
Classifi TC# Card # Path # Description/Test Case Procedure Expected Result Requirement Source
cation

SR1 2.17.02 NIST #1 | NIST Root| Verify Product's ability twalidate signatures using RSA PKCS#1 | Registration [SP80678] Table 31;

(2048). succeeds. [SP80O78] Table 23;
[Common] §6.1.5
SG3 2.17.05 NIST #2 | NIST Root| Verify Product's ability to validate signatures using RSASSA Registration [SP80O78] Table 3L;
(2048). succeeds. [SP80O78] Table 23;
[Common] §6.1.5
SR1 2.17.07 NIST#4 | NISTRoot| + SNA F& t NP RudidaieQignatiirés hiding EGDSARKR). | Registration [SP80678] Table a1;
succeeds. [SP806r8] Tabt 3-3;
[Common] §6.1.5
SG3 2.17.08 NIST#5 | NISTRoot| + SNA F& t NPRdzOGQa | 60Af AGe& -32). ¢ Registration [SP80678] Table a1;
succeeds. [SP80678] Table 33;
[Common] §86.1.5
SR1 2.17.10 NIST#1 | NISTRoot| + SNX T & abikt@tRudiOaieE@natures using SHB6. Registration [SP80078] Table 37;
succeeds. [Common] 86.1.5

SG3 2.17.11 NIST#5 | NISTRoot| + SNRAFT& t NPBRdzOGQa | 6Af A{G3W4.G2 ¢ Registration [SP80678] Table 37;

succeeds. [Common]§86.1.5

SR1 2.17.12 NIST #1 | NIST Root| Verify Product's ability to validate signatures using RSA PKCS#] Registration [SP80678] Table 2
(2048) w/exponent 065,537. succeeds.

2.18 Discovery Object and PIN Usage Policy

SR2 2.18.01 25 00 Discovery object not present. Enter invalid PIV Application PIN { Registration fails. [SP80E73] Part 1,
999999). Confirm PIV Application PIN retry counteleiremented 83.2.6, 85.1
by one (9). (PACS is using Application PIN).

SR2 2.18.02 25 00 Discovery object not present. Enter valid PIV Application PIN. | Registration [SP80Er3] Part 1,
Confirm PIV Application PIN retry counter is reset@ Confirm succeeds. §3.2.6, 85.1
Global PIN retry counter remains at 10-RE&CS is using the
Application PIN).

SR1 2.18.03 26 00 Discovery object present and set for PIV Application PIN only. B Registration fails. [SP80673] Part 1,
invalid PINApplication PIN (e.g., 999999). Confirm PIV Applicatio §3.2.6, 85.1
PIN retry counter is decremented by one (9)-P@&CS is using the
Application PIN).

SR1 2.18.04 26 00 Discovery object is present and set fliv Application PIN only. Registration [SP80O73] Part 1,
Enter valid PIV Application PIN. Confirm PIV Application PIN re{ succeeds. §3.2.6, 85.1
counter is reset to 10. (BACS is using the Ajgation PIN).

Classifi TC# Card # Path # Description/Test Case Procedure Expected Result Requirement Source
cation
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SR1 2.18.05 27 00 Discovery object ipresent. PIV App and Global PINs are availabl{ Registation fails. [SP80673] Part 1,
PIV Application PIN is primary. Enter invalid PIV Application PIN 8§3.2.6, 85.1
(e.g., 999999). Confirm PIV @#jgation PIN retry counter is
decremented by one (9). Confirm Global PIN retry counter remg
at 10.
SR2 2.18.07 27 00 Discovery object is present. PIV Application and Global PINs arg Registration [SP80O73] Part 1,
available. PIV Application PIN is primary. Enter valid PIV Applic{ succeeds. 8§3.2.6, 85.1
PIN. Confirm PIV Application and Global PINs are both I0AGE
is using the Aplication PIN).
SR2 2.18.10 28 00 Discovery object is present. PIV App and Global PINs are availa| Registration fails. [SP80673] Part 1,
Global PIN is primary. Enter invalid Global PIN (e.g., 999999). §3.2.6, 85.1
Confirm PIV Application PIN retgunter remains at 10. Confirm
Global PIN retry counter is decremented by one (9PAES is
using the Global PIN).
SR2 2.18.12 28 00 Discovery object is present. PIV Application and Global PINs arg Registration [SP80673] Part 1,
available. Global PIN is primary. Enter valid Global PIN. Confi| succeeds. 83.2.6, 85.1
PIVApplication and Global PINs are both 10-P&CS is using the
Global PIN).
2.20 SM and OCAUTH
40 Requirements for Automated Provisioning, Deprovisioning, and
: Modifications, In Accordance With FPACS] P8
UR2 4.01.01 The EPACS shall accept automated provisioning using APL datg Design analysis PIA8; [Roadmap],
model from a source it trusts and that complies with the security| passes. §9.2.3.1 including Figure
requirements described in the detailed guidanceRdAS8. 94
UR2 4.01.02 The EPACS shall accept automated deprovisioning from a sourc| Design analysis PIAS, PIA3.5, PIA3.6;
trusts and that complies with the security requinents described in passes. [Roadmap], §9.2.3.1
PIA3.5 andPIA3.6. including Figure 94
UR2 4.01.03 The EPACS shall accept automated record modifications (e.g., | Design analysis PIA8; [Roadmap],
certificates) using APL data model from a sourteists and that passes. §9.2.3.1 including Figure
complies with the security requirements described in the detaileq 94
guidance of PI&.
SR1 4.01.04 The EPACS shall support a secure channel (e.g., natuthl over Design analysis PIA8; [Roadmap],
TLS) for alransactions with the trusted source. passes. §9.2.3.1 including Figure
94
5.0 Authentication at Time of Access Test Cases
5.01 Signature Verification
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Classifi
cation

TC#

Card #

Path #

Description/Test Case Procedure

Expected Result

Requirement Source

SR1

5.01.01

46

00

With ICAM Tes€Card 48NS 3 A a G SNBER ¢ A 0K (KS§
ability to validate signatures in the certificates found in the
certification path for a PIV credential.

Access granted.

PIA2 thru PIA7

SO1

5.01.02

54

00

2A0K L/'a ¢SadG /FNR pn NBIAA(
ability to validate signatures in the certificates found in the
certification path for a PWcredential.

Access granted.

PIA2 thru PIA7

SR1

5.01.03

46

01

2AGK L/'a ¢Sad /FNR nc NBIAA(
ability to recognize invalid signature on an intermediate CA in thg
certification path.

Access denied.

PAI3.2,PIA3.4, PIA4,
PIAS

SR1

5.01.04

05

00

2A0K L/'a ¢Sad /FNR nm NBIAA(
ability to recognize invalid signature on the End Entity certificate
(Invalid: Certificate Signature is Invalid).

This shall not be tested when the solution leverages a cached cq
of the public key extracted at time of registration for signature
verification at time of access.

Access denied.

PAI3.2, PIA3.4, PI1A4

SR1

5.01.05

23

00

2A0K L/ta ¢Sad /I NR nm NBIAAE(
ability to recognizeertificate/privae key mismatch.

Access denied.

PAI3.2, PIA3.4, PI1A4

SR1

5.01.06

41

00

2 AGK L/'a ¢Sad /I NR nc NBIAAE]
ability to recognize public key from card does not match public ki
previously registered to the system.

This $all not be tested when the solution leverages a cached co
of the public ley extracted at time of registration for signature
verification at time of access.

Access denied.

PIA3.2

5.02

Certificate Validity Periods

SR3

5.02.01

46

02

WithICAM¢ S&G /I NR nc NBIA&GSNBR
ability to reject a credential when theotBeforedate of the
intermediate CA certificate is sometime in the future.

Access denied.

PIA3.5, PIAS

SR2

5.02.02

12

00

With ICAM Test Card 01 registBre 6 A G K G KS t !/ {
ability to reject a credential whenotBeforedate of the End Entity
certificate is sometime in the future.

This shall not be tested when the solution leverages a cached cq
of the pubic key extracted at time of régfration for signature

verification at time of access.

Access denied.

PIA3.5
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Classifi
cation

TC#

Card #

Path #

Description/Test Case Procedure

Expected Result

Requirement Source

SR1

5.02.03

46

03

2 X0K L/'!'a ¢Sad /FNR nc NBIAA(
ability to reject a credential when notAfter date affiy certificate in
the path is sometira in the past.

Access denied.

PIA3.5, PIAS

SR1

5.02.04

13

00

2AGK L/'ta ¢Sad /I NR nm NBIAAE]
ability toreject a credential whenotAfter date of the End Entity
certificate is sometime in the past.

This shall not be tested when the solution leverages a cached cq
of the public kg extracted at time of registration for signature
verification at time of aaess.

Access denied.

PIA3.5

5.03

Name Chaining

SR1

5.03.01

46

04

2 AGK L/'a ¢Sad /1 NR nc NBIAA]
ability to reject acredential when common name portion of the
issuer's name in the End Entity certificate doe$ match common
name portion of subject's name in the previous intermediate
certificate.

Access denied.

PIA3.2, PIAS

5.04

Basic Constraints

SR1

5.04.01

46

05

With ICAM Test Card 46 registered with the PACS, verify produg
ability to recagnize when the intermediate CA certificate is missin
the Basic Constraints extension.

Access denied.

PIA3.2, PIAS

SR3

5.04.02

46

06

With ICAM Test Card 46 registered with the PACS, verify produg
ability to recognize when the Basic Constraints egten is present
and critical in the intermediate CA certificate but tb@component
is false.

Access denied.

PIA3.2, PIAS

SR3

5.04.03

46

07

With ICAM Test Card 46 registered with the PACS, verify produg
ability to recognize when the Basic Consttaiextension is present
and not critical in the intermediate CA certificate but
component is false.

Access denied.

PIA3.2,PIAS

SR1

5.04.04

46

08

With ICAM Test Card 46 registered with the PACS, verify produg
ability to recognize when the §t certificate in the path includes
Basic Constraints extension wittpathLenConstraindf O (this
prevents additional intermediate certificates from appeay in the
path). The first certificate is followed by the second intermediate

CA certificate andn End Entity certificate.

Access denied.

PIA3.2, PIAS
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Classifi
cation

TC#

Card #

Path #

Description/Test Case Procedure

Expected Result

Requirement Source

SR3

5.04.06

46

33

2 X0K L/'!'a ¢Sad /FNR nc NBIAA(
ability to detect a mismatched AKID with the authority (issuer)
public key in the certificate.

Access denied.

PIA3.2, PIAS

5.05

Key Usagé/erification

SR1

5.05.01

46

09

2AGK L/!ta ¢Sad /1 NR nc NBIAA(
ability to recognize when the intermediate certificate includes a K
Usage extension in which keyCertSign is false.

Access denied.

PIA3.2, PIAS

SR3

5.05.02

46

10

With ICAM TestCamlc NBXIA&0SNBR AGK U
ability to recognize when #hintermediate certificate includes a

non-critical Key Usage extension and rejects the path because a
Key Usage extension must always be marked critical.

Access denied.

PIA3.2,PIA5, [PROF]
Worksheet 3

SR1

5.05.03

46

11

With ICAM Test Card 46 régil SNBER A G K (KS t
ability to recognize when the intermediate certificate includes a K
Usage extension in which crISign is false.

Access denied.

PIA3.2, PIAS

SR1

5.05.04

46

NEW

Verify product's ability to recognize when intermetiaertificate
includes Key Usage extensikeyCertSigand crlSignfalse, and Key
Usage not critical.

Access denied.

PIA3.2, PIAS

5.06

Certificate Policies

SR2

5.06.01

Valid PIV

Common
Policy Root]

With the trust anchor set to Common Policlyeck to see if the
validation software is able to recognize when an explicit certifical
policy is required and present in the PIV Authentication certificat
path. The explicit policy will beesto id-fpki-common
authentication(2.16.840.1.101.3.2.1.3.1 8y the relying party
solution.

Access granted.

PIA3.2, PIAS

SR1

5.06.02

Valid PIV

Common
Policy Root]

With the trust anchor set to Common Policy check to see if the
validation software is able to recognize when an explicit certifical
policy is requied and not present in the certificate path. The expli
policy will be set by the relying party solutioman arbitrary value
that is not present in the PIV Authentication certificate path (e.g.
OID value 1.2.3.4).

Access denied.

PIA3.2, PIAS

SR1

5.06.05

Valid PIV

Common
Policy Root

With Common Policy anchor, check to see if the validation softw
is able to recognize when an explicit certificate policy is required
and not present in the certificatehowever, is present somewhere
in the certificatepath. The explicit policy will bget by the relying

party solution to a value that is present in the certificate path but

Access denied.

PIA3.2, PIAS
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does not map to the end entity certificate suchiddpki-common
High(2.16.840.1.101.3.2.1.3.16).

Classifi
cation

TC#

Card #

Path #

Description/Test Case Procedure

Expected Result

Requirement Source

SR2

5.06.06

46

12

With ICAM Test Card 46 registered with the PACS, and with req
policy set to the CITE test OID fdifpki-commorauthertication
OHPMCcPY NN OMOIMAMPO PHOMDPNY DMMU 3
path that includes golicyConstraintextension with
inhibitPolicyMappinget to 0 which invalidates the ICAM Test
Bridge to ICAM Root CA policy mappings.

Access denied.

PIA3.2,PIAS

SR1

5.06.07

46

00

With ICAM Test Card 46 registered with the PACS, and with the
anchor set to ICAM Test Card PIV Root CA, check to see if the
validation software is able to recognize when an explicit certifical
policy is required and preséin the certificate pathThe explicit
policy for Authentication Certificates will be set to the CITE test (
for id-fpki-commonauthentication(2.16.840.1.101.3.2.1.48.11) by
the relying party solution.

Access granted.

PIA3.2, PIAS

SR1

5.06.08

46

00

With ICAM Test Card 46 registered with the PACS, and with the
anchor set to ICAM Test Card PIV Root CA, check to see if the
validation software is able to recognize when an explicit certifical
policy is required and present in the certificate patie explicit
policy for Card Authentication Certificates will be set to the CITE
OID forid-fpki-commoncardAuth(2.16.840.1.101.3.2.1.48.13) by
the relying party solution.

Access granted.

PIA3.2, PIAS

SR1

5.06.09

46

00

With ICAM Test Card 46 iistered with the PACS, and with the tru
anchor set to ICAM Test Card PIV Root CA, check to see if the
validation software is able to recognize when an explicit certifica
policy is required and present in the certificate patie explicit
policy for CHJID signature certificates will be set to the CITE test
OID forid-fpki-commonpiv-contentSigning
(2.16.840.1.101.3.2.1.48.86) by the relying party solution.

Access granted.

PIA3.2, PIAS

SR1

5.06.10

46

00

With ICAM TesCard 46 registered with the PAG®d with the trust
anchor set to ICAM Test Card PIV Root CA, check to see if the
validation software is able to recognize when an explicit certifica
policy is required and not present in the Card Authentication
certificate path. The explicit policy wibe set by the relying party
solution to an arbitrary value that is not present in the Card

Authentication certificate path (e.g., OID value 2.3.4.5).

Access denied.

PIA3.2, PIAS
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Classifi
cation

TC#

Card #

Path #

Description/Test Case Procedure

Expected Result

Requirement Source

SR1

5.06.11

46

00

With ICAM Test Card 46 registered with the PACS, and with the
anchor set to ICAM Test Card PIV Root CA, check to see if the
validation software is able teecognize when an explicit certifite
policy is required and not present in the CHUID signature certifig
path. The explicit policy will be set by the relying party solution tg
an arbitrary value that is not present in the CHUID signature
certificate pah (e.g., OID value 3.4.5.6).

Acces denied.

PIA3.2, PIAS

SR1

5.06.12

54

00

With ICAM Test Card 54 registered with the PACS, and with the
anchor set to ICAM Test Card fIRoot CA, check to see if the
validation software is able to recognize when an explicit certifical
policy isrequired and present in the certificate patfihe explicit
policy for Authentication Certificates will be set to the CITE test (
for id-fpki-commonpivi-authentication(2.16.840.1.101.3.2.1.48.83
by the relying party solution.

Access granted.

PIA3.2,PIAS

SR1

5.06.13

54

00

With ICAM Test Card 54 registered with the PACS, and with the
anchor set to ICAM Test Card PIRoot CA, check to see if the
validation software is able to recognize when an explicit certifical
policy is required and presein the certificate path The explicit
policy for Card Authentication certificates will be set to the CITE
OID forid-fpki-commonpivi-cardAuth(2.16.840.1.101.3.2.1.48.84)
by the relying party solution.

Access granted.

PIA3.2, PIAS

SR1

5.06.14

54

00

With ICAM Test Card 54 registered with the PACS, and with the
anchor set to ICAM Test Card PIRoot CA, check to see if the
validation software is able to recognize when an explicit certifica
policy is required and present in the certifiegbath The explicit
policy for CHUID signature certificates will be set to the CITE tes
OID forid-fpki-commonpivi-contentSigning
(2.16.840.1.101.3.2.1.48.85) by the relying party solution.

Access granted.

PIA3.2, PIAS

SR1

5.06.15

54

00

With ICAM Tst Card 54 registered with the PACS, and with the tn
anchor set to ICAM Test Card fIRoot CA, check to see if the
validation software is able to recognize when an explicit certifica
policy is required and not present in the Authentication Certiéica
path. The explicit policy will be set by the relying party solution tg
an arbitrary value that is not present in the Authentication
certificate path (e.g., OID value 4.3.2.1).

Access denied.

PIA3.2, PIAS
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Classifi
cation

TC#

Card #

Path #

Description/Test Case Procedure

Expected Result

Requirement Source

SR1

5.06.16

54

00

With ICAM Test Card 54 registered with the PACS, and with the
anchor set to ICAM Test Card #IRoot CA, check to see if the
validation software is able tecognize when an explicit certificate
policy is required and not present in the Card Authentication
certificate path. The explicit policy will be set by the relying party
solution to an arbitrary value that is not present in the Card
Authentication certiicate path (e.g., OID value 5.4.3.2).

Access denied.

PIA3.2, PIAS

SR1

5.06.17

54

00

With ICAM Test Card 54 registered with the PACS, and with the
anchor set to ICAM Test Card fIRoot CA, check to see if the
validation software is able trecognize wen an explicit certificate
policy is required and not present in the CHUID signature certifig
path. The explicit policy will be set by the relying party solution tq
an arbitrary value that is not present in the CHUID signature
certificate pah (e.g., @D value 6.5.4.3).

Access denied.

PIA3.2, PIAS

SR1

5.06.18

54, 39

00

With trust anchor set to ICAM Test Card PIV Root CA, and the
following policies are required:
__id-fpki-commonauthentication(2.16.840.1.101.3.2.1.48.11)
__id-fpki-commoncardAuth(2.16.840.1.101.3.2.1.48.13)
__id-fpki-commonpiv-contentSigning2.16.840.1.101.3.2.1.48.86)
and a valid PWis presented.

Access denied.

PIA3.2, PIAS

SR1

5.06.19

54

00

With trust anchor seto ICAM Test Card RN\Root CA, and the
following policiesare required:
__id-fpki-commonpivi-authentication(2.16.840.1.101.3.2.1.48.83)
__id-fpki-commonpivi-cardAuth(2.16.840.1.101.3.2.1.48.84)
__id-fpki-commonpivi-contentSignind2.16.840.1.101.3.2.3.9
and a PIM is presented.

Access denied.

PIA3.2, PA-5

5.07

Generalized Time

SR3

5.07.01

46

24

2 AGK L/!'a ¢Sad /1 NR nc NBIAAE(
ability to process valid use of generalized time post year 2049 in
path.

Access granted.

PIA3.2, PIAS

SR3

5.07.02

46

25

WithL / ''a ¢Sad /FNR nc NBIAAGSNI
ability to process invalid use of generalized time before year 204
the path.

Access denied.

PIA3.2, PIAS

5.08

NameConstraints

SR1

5.08.01

46

00

With ICAM Test Card 46 registdrwith the PACS, verify the syster

recognizes when the intermediate certificate includes a Name

Access graed.

PIA3.2, PIAS
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Constraints extension that specifies a single permitted subtree. 1
end entitycertificate includes a subject name that falls within that
subtree.

Classifi
cation

TC#

Card #

Path #

Description/Test Case Procedure

Expected Result

Requirement Source

SR1

5.08.02

46

13

With ICAM Test Cadb registered with the PACS, verify the syste
recognizes when the intermediate ticate includes a Name
Constraints extension that specifies a single permitted subtree. 1
end entity certificate includes a subject name that falls outside th
subtree.

Access denied.

PIA3.2, PIAS

SR1

5.08.03

46

14

The system recognizes when tiitermediate certificate includes a
Name Constraints extension that specifies a single permitted
subtree. The end entity certificate includes a subject name that f
within that subtree andsubjectAltNamevith a DN that fdk outside
that subtree.

Accesslenied.

PIA3.2, PIAS

5.09

Certificate Revocation Tests (CRL)

SR1

5.09.01

46

15

With ICAM Test Card 46 registered with the PACS, verify the syj
recognizes when no revocation information is availablettierEnd
Entity certificate.

Accesslenied.

PIA3.5, PIA5, PIA7

SR1

5.09.02

46

16

With ICAM Test Card 46 registered with the PACS, verify the sys
recognizes when a second intermediate CA certificate is revokeq

Access denied.

PIA3.5, PIA5, PIA7

SR1

5.09.03

24

00

The system recogres when the End Entity certificate is revoked.

Access denied.

PIA3.5, PIA5, PIA7

SR1

5.09.04

46

17

With ICAM Test Card 46 registered with the PACS, verify the sys
recognizes when the CRL hasimralid signature.

Access denied.

PIA3.5, PIAS, PA-7

SR1

5.09.05

46

18

With ICAM Test Card 46 registered with the PACS, verify the sys
recognizes when a certificate in the path links to a CRL issued b
CA other than that which issued tloert.

Access denied.

PIA3.5, PIA5, PIA7

SR1

5.09.06

46

19

With ICAM Test Card 46 registered with the PACS, verify the syj
recognizes when a certificate in the path has an expirextUpdate
value (an expired CRL).

Access denied.

PIA3.5, PIA5, PIA7

SR3

5.09.07

46

20

With ICAM Test Card 46 registerediwihe PACS, verify the systen
recognizes when a certificate in the path points to a CRL with a
notBeforedate in the future.

Access denied.

PIA3.5, PIA5, PIA7

SR1

5.09.08

46

21

With ICAM Test Card 46gistered with the PACS, verify the syste
recognkzes when a certificate in the path has an incorrect CRL
distribution point.

Access denied.

PIA3.5, PIA5, PIA7

SR1

5.09.09

46

34

With ICAM Test Card 46 registered with the PACS, verify the sys

recognizes when an incorrectly formatted CRL is preisetite path.

Access denied.

PIA3.5, PIA5, PIA7
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Classifi TC# Card # Path # Description/Test Case Procedure Expected Result Requirement Source
cation
SR1 5.09.10 46 36 With ICAMTest Card 46 registered with the PACS, verify the sys| Access denied. PIA3.5, PIA5, PIA7
recoqnizes when an invalid CRL signer is in the path.
SR1 5.09.11 58 00 The system recognizes when the Card Authentication Certificate Accesglenied. [SP 80673], PIA3, PIA
revoked. 3.2
SR1 5.09.12 58 00 The systemeacognizes when: Access denied. [SP 80673], PIA3, PIA
1. the endentity PIV Authentication Certificate is not expired or 3.2
revoked
2. the endentity Card Authentication Certificate is not expired bu
is revoked; AIA to OCSP is not available and crIDP to CRL is av
5.10 Content Signer Verification
SR1 5.10.1 57 00 Thesystem recognizes when the CHUID signer certificate is revq Access denied. [FIPS 201]; [FBCA]
Access method: PHIUTH 86.3.2, Appendix A (10)
& (11)
5.12 Fingerprint Verification
SR1 5.12.01 07 00 With ICAM Test Card @érsonalized with the tester's fingerprints | Access deed. PIA3, PIA3.2, PIA3.3,
and ICAM Test Card 01 registered with the PACS, the system PIA4
recognizes when the Fingerprint signature is invalid and does ng
verify.
SR1 5.12.03 Valid Common | Verify Product's ability to accept a valid credential with a matchir] Access granted. PIA3 thru PIA7
Credential| Policy Root| fingerprint.
SR1 5.12.04 Valid Common | Verify Product's ability to reject a val@tedential with a non Access denied. PIA3.3
Credential| Policy Root| matching fingerprint.
5.14 OCSP Response Checking
SR1 5.14.01 46 00 With ICAM Test Card 46 registered with the PACS, verify the sy Access granted. PIA3.2, PIA3.5
successfully validatesgood credential using an OC®Bponse
with a good signature.
SR2 5.14.02 42 00 With ICAM Test Card 42 registered with the PACS, verify that | Access denied. PIA3.2, PIA3.5, PIA
validation fails using an OCSP Responder with an expired signal 3.6
certificate br a good card.
SR3 5.14.03 43 00 With ICAM Test Card 48gistered with the PACS, verify that Access granted. PIA3.2, PIA3.5
validation succeeds using an OCSP Responder with a revoked
signature certificate for a good credential with
PKIXOCSP_NOCHECK present.
SR2 5.14.04 44 00 With ICAM Test Card 44gistered with the PACS, verify that Access denied. PIA3.2, PIA3.5, PIA
validation fails using an OCSP Responder with a revoked signat 3.6
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certificate for a good credential without PKIX_OCSFCNECK
present.

Classifi
cation

TC#

Card #

Path #

Description/Test Case Procedure

Expected Result

Requirement Source

SR1

5.14.05

45

00

With ICAM Test Card 45 registered with the PACS, verify that
validation fails using an OCSP Responder with a signature certifi
containing arinvalid signature for a good credential.

Access denied.

PIA3.2, PI1A4

SR1

5.14.05

45

00

The system recognizes when:

1. the endentity PIV Authentication Certificate is nexpired or
revoked

2. the Card Authentication Certificate is not expired but is revoke
AIA to OCSP is not available and crIDP to CRL is available.

Access denied.

PIA3.2, PI1A4

5.15

Interoperability Testing

SR1

5.15.01

Valid PIV

Common
Polcy Root

Various valid PIV cards (including CAC) and &dkds are granted
access using PKRUTH method.

Access granted.

PIAG6

SR1

5.15.02

39

37

With ICAM Test Card 39 registered with the PACS, verify the syj
recognizes a Federaligsued PIV cardwith a FASEN that does not
begin with fourteen 9s and treats the credential as a-PIV
throughout the system. The primary identifier for the cards is the
CHUID GUID.

Access granted.

PIAG6

SR1

5.15.03

54

00

With ICAM Test Card 54 registered with the BA€rify the system
recognizes a Federallgsued PIV card with a FASRK that begins
with fourteen 9s.

Access granted.

PIAG

SR3

5.15.04

46

00

With ICAM Test Card 46 registered with the PACS, verify the syj
recognizes when the Extended Key UsaderesionkeyPurposeld
OIDid-PI\¢contentsigning(2.16.840.1.101.3.6.7) is present in the
content signing certificate.

Access granted.

[FIPS 201]

SR3

5.15.05

46

00

With ICAM Test Card 46 registered with the PACS, verify the sys
recognizes when an exgii Extended Key Usage extension

keyPurposel®ID (e.g., 1.2.3.4.5.6.7) is not present in the conten
signing certificate.

Access denied.

[FIPS 20]

SR3

5.15.06

54

00

With ICAM Test Card 54 registered with the PACS, verify the syj
recognizes when thExtended Key Usage extensieyPurposeld
OID.,id-fpki-pivi-contentsigning(2.16.840.1.101.3.8.7) is present i
the content signing certificate.

Access granted.

[FIPS 201]

SR3

5.15.07

54

00

With ICAM Test Card 54 registered with the PACS, verify thensys

recognizes when an explicit Extended Key Usage extension

Access denied.

[FIPS 201]
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keyPurposel®ID (e.g., 1.2.3.4.5.6.7) is not present in the conten
signing certificate.

Classifi
cation

TC#

Card #

Path #

Description/Test Case Procedure

Expected Result

Requirement Source

SR3

5.15.08

46

00

With ICAM Test Card 46 registered with the PACS, verify the sys
recognizes when the Extended Key Usage exteri@gRurposeld
OID (2.16.840.1.101.3.6.8) is present in the Card Authenticatior|
certificate.

Access granted.

[FIPS 201]

SR3

5.15.09

46

00

With ICAM Test Card 46 registered with the PACS, verify the sys
recognizes when an explicit Extended Key Usage extension
keyPurposel®ID (e.g., 1.2.3.4.5.6.7) is not present in the Card
Authenticatbn certificate.

Access denied.

[FIPS 201]

SR3

5.15.0

54

00

With ICAM Test Card 54 registered with the PACS, verify the syj
recognizes when the Extended Key Usage exteri@gRurposeld
OIDid-PI¢cardAuth(2.16.840.1.101.3.6.8) is present in the Card
Authentication certificate.

Access granted.

[FIPS 201]

SR3

5.15.11

54

00

With ICAM Test Card 54 registered with the PACS, verify the sys
recognizes when an explicit Extended Key Usage extension
keyPurposel®IDid-PI\¢(cardAuth(e.g., 1.2.3.4.5.6.7% inot present
in the Card Authentication certificate.

Access denied.

[FIPS Q1]

SR1

5.15.13

47

00

With ICAM Test Card 47 registered with the PACS, FIPS @0t
results in an access granted decision usingAKIH method with
the pivFAS@ positioned dter the entryUUIDNn the GeneralNames
sequence within the Subject Alternative Names extension eV
Authentication certificate

Access granted.

[FIPS 201]

SR1

5.15.14

53

00

With ICAM Test Card 53 registered with the PACS, verify the sys
successflly handles cards with a slightly larger than recommendy
Card AuthenticatiorCertificate (2160 bytes).

Access granted.

[SP80673]

SR1

5.15.15

63

Common
Policy Root]

Various valid PIV cards support use of€KK, PKAUTH, PKI
CAK+BIO, PRUTH+BIO, SMUTH (Cipher suite '27' and '2E"), O(
AUTH.

Trust anchor set to CommdrPolicy Test Root, and the following
policies are required:

__idfpki-commonauthentication (2.16.840.1.101.3.2.1.48.11)
__idfpki-commoncardAuth (2.16.840.1.101.3.2.1.48.13)

__idfpki-commonpiv-contentSigning (2.16.840.1.101.3.2.1.48.86

Accesgyranted.

PIAG
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Classifi TC# Card # Path # Description/Test Case Procedure Expected Result Requirement Source
cation
SR1 5.15.16 Valid Testf Common | Various valid CAC cards support use of A, PKAUTH, PKI Access granted. PIA6
CAC Policy Root| CAK+BIO, PIUTH+BIO, SMUTH (Cipher suite '27' and '2E'), ©(
AUTH.
Trust anchor set to Common Policy Root, andftilewing policies
are required:
__idfpki-commonauthentication (2.16.840.1.101.3.2.1.3.13)
__idfpki-commonpiv-contentSigning (2.16.840.1.101.3.2.1.3.39)
__idfpki-commoncardAuth (2.16.840.1.101.323.17) (When
applicable)
SR1 5.15.17 64 Common | Various valid PW/cards support use of RRIAK, PKAUTH PKi Access granted. PIAG
Policy Root| CAK+BIO, PIUTH+BIO, SMUTH (Ciphesuite '27' and '2E'), OC(
AUTH.
Trust anchor set to Common Policy Test Bridge, and the followin
policies are required:
__idfpki-commonypivi-authentication (2.16.840.1.101.3.2.1.48.78
__idfpki-certpcypivi-cardAuth (2.16.840.1.101.3.2.1.48.79)
__idfpki-certpcypivi-contentSigning (2.16.840.1.101.3.2.1.48.80
SR1 5.16.02 NIST #1 | NIST Root| With NIST Test Card #1 registered with the PACS, verify Produg Access granted. [SP80678] Table 31;
ability to validate signaturessing SHA56 and RSA PKCS#1 v1.5 [SP80678] Table 33;
(2048)w/exponent of 65,537. [Common] §6.1.5
SO3 5.16.05 NIST #2 | NIST Root| With NIST Test Card #2registered with the PACS, verify Product Access granted. [SP80Er8] Table 3L,
ability to validate gnatures using RSASBS%2048). [SP806r8] Table 3;
[Common] §86.1.5
SR1 5.16.07 NIST#4 | NISTRoot|2 AGK bL{¢ ¢Sad /FNR | n NBIAa(] Accesgranted. [SP80078] Table aL;
ability to validate signatures using ECDS25®). [SP80678] Table 33;
[Common] 86.1.5
SG3 5.16.08 NIST#5 | NISTRoot|2 AGK bL{¢ ¢Sad /FNR | p NBIAa{ Access granted. [SP80078] Table3-1;
ability to validate signatures using ECDSA8®). [SP806r8] Table 3;
[Common] §6.1.5
SR1 5.16.10 NIST#1 | NISTRoot|2 AGK bL{¢ ¢Sad /FNR | m NBIAa{ Access granted. [SP80678] Table 37;
ability to validate signatures using SHA86. [Common] §86.1.5
SG3 5.16.11 NIST#5 | NISTRoot|2 AGK bL{¢ ¢Sad /FNR | p NBIAai{ Access granted. [SP80678] Table 37;

ability to validate signatures using S384.

[Common] §6.1.5
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Classifi TC# Card # Path # Description/Test Case Procedure Expected Result Requirement Source
cation

SR1 5.16.12 NIST #1 | NIST Root| With NIST Test Card #dgisteredwith the PACS, verify Product's | Access granted. [SP80678] Table 2
ability to validate signatures using SE86 and RSA PKCS#1 v1.5
(2048) w/exponent of 65,537.

5.17 Discovery Object and PIN Usage Policy

SR2 5.17.01 25 00 Register ICAM Test Card 25 (Discovery object is not present). § Access denied. [SP80O73] Part 1,
invalid PIV Application PIN (e.g., 999999). Confirm PIV Applicati §3.2.6, 85.1
PINretry counter is deremented by one (9). {EACS is using
Application PIN).

SR2 5.17.02 25 00 Register ICAM Test Card 25 (Discovery object not present). En Access granted. [SP80673] Part 1,
valid PIV Application PIN. Confirm Ripplication PIN retry couer 8§3.2.6, 85.1
is reset to 10. Confirm Global PIN retry counter remains at 1-0.

PACS is using the Application PIN).

SR2 5.17.03 26 00 Register ICAM Test Card 26 (Discovery objgreisent and set for | Access denied. [SP80673] Part 1,
PIV Appliation PIN only). Enter invalid PIV Application PIN (e.g. §3.2.6,85.1
999999). Confirm PIV Application PIN retry counter is decremen
by one (9). (PACS is using the Application PIN).

SR2 5.17.04 26 00 Register ICK Test Card 26 (Discovery object is present and set 1 Access granted. [SP80E73] Part 1,
PIV Application PIN only). Enter valid PIV Application PIN. Con 8§3.2.6 85.1
PIV Application PIN retry counter is reset to 16PCS is using the
Application PIN).

SR2 5.17.05 27 00 Register ICAM Test Card 27 (Discovery object is present and PI] Access denied. [SP80673] Part 1,
and Global PINs are available). PIV Application PIN is primary. 83.2.6, 85.1
invalid PIV Application PIN (e.g., 999999). Confirm PIV Applicati
PIN retry counter isecremented by one (9). @firm Global PIN
retry counter remains at 10. {EACS is using the PIV Application
PIN).

SR2 5.17.07 27 00 Register ICAM Test Card 27 (Discovery object is present and Pl Access granted. [SP80Er3] Part 1,
andGlobal PINs aravailable). PIV Application PIN is primary. Ej 83.2.6, 85.1
valid PIV Application PIN. Confirm PIV Application and Global |
are both 10. (FPACS is using the Application PIN).

SR2 5.17.10 28 00 Register ICAM Test Card 28 (Discovery object is present and Pl Access denied. [SP80O73] Part 1,

and Global PINs are available, and Global PIN is primary). Ente
invalid Global PIN (e.g., 999999). Confirm PIV Application PIN r¢
counter remains at 10. Confirm Global PIN retrynter is

decremented by one (9).

§3.2.6, 85.1
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Classifi TC# Card # Path # Description/Test Case Procedure Expected Result Requirement Source

cation

SR2 5.17.15 28 00 Register ICAM Test Card 28 (Discovery object is present and Pl Access granted. [SP80E73] Part 1,
and Global PINs are available, and Global PIN is primary). Entg §3.2.6, 85.1
valid Global PIN.Confirm PIV Application and Global PINs are bo
10. (EPACS is using the Global PIN).

5.18 ISO 7816-3 2006 PPS Protocol Compliance

UR3 5.18.01 37 00 Using PKAUTH, system's contact readers negotiate a bit rate ba| Access granted. [ISO 78163]
on a response from a card with a PPS indicating a bit rate of 44€
KBps.

UR3 5.18.02 37 00 Using PKCAK, the system's contactless readers recognize and | Access granted. [1ISO 144431]
negotiate a bit rate based on a response from a card with a PPS
indicating a bit rate of 848 KBps.

5.19 SM and OCAUTH

SR1 5.19.1 63 00 Reader seto SMAUTH mode. Access granted. [800-73] Part2, P15
Verify Product's ability to verify SIMUTH using ciphersuite '27'. Th
explicit policy for Secure Messaging Content Signer contentSign
certificate will be set to the CITE test OID fofgli-commonpiv-
contentSigning (2.16.840.1.101231.48.86) by the relying party
solution.

SR1 5.19.10 72 00 Reader set to SMA\UTH mode. Access denied. [800-73] Part2
+SNAFE& LINBPRdAzOGQa FoAfAGE G2 N
identification number does not match the subjectKeyldéetiin
the contentSigning certificate when no intermediate CVC is pres

SR1 5.19.11 73 00 Reader set to SMA\UTH mode. Access denied. [800-73] Part2
+SNAFE& LINPRdAzOG Q& FoAfAdGE G2 N
CVC's issuer identification nim@r does not match the
subjectKeyldentifier in the contentSigning certificate.

SR1 5.19.12 74 00 Reader set to SMA\UTH mode. Access denied. [800-73] Part2
+SNATE LINPRdAzOG QA FoAfAGE (G2 N
identification number does @t match the subjectKeyldentifier in
the intermediate CVC.

SR1 5.19.13 75 00 Reader set to SMA\UTH mode. Access denied. PIA6

Paged6
March 31, 201¢




PACS Functional Requirements and Test Cases

v1.4.2 Rev. A

Verify product's ability to reject credential when Secure Messagi
Content Signer contentSigning certificate is exgirThe explicit
policy for Secure Messaging Content Signer contentSigning
certificate will be set to the CEtest OID for idpki-commonpiv-
contentSigning (2.16.840.1.101.3.2.1.48.86) by the relying party
solution.

Classifi
cation

TC#

Card #

Path #

Description/Test Case Procedure

Expected Result

Requirement Source

SR1

5.19.14

76

00

Reader set to SMA\UTH mode.

Verify product's ability to reject credential when Secure Messagi
Content Signer contentSigning certificéderevoked. The explicit
policy for Secure Messaging Content Signer contentSigning
certificate will beset to the CITE test OID forfioki-commonpiv-
contentSigning (2.16.840.1.101.3.2.1.48.86) by the relying party
solution.

Access denied.

PIAG

SR1

5.19.15

77

00

Reader set to SM\UTH mode.

+SNAFE& LINBPRdAzOGQa FoAfAGE G2 N
Certificate Signer contentSigning certificate does not express EK
policy OID 2.16.840.1.101.3.6.7 for contaigners.

Access denied.

PIAG

SR1

5.1916

78

00

Reader set to SM\UTHmMode.

Verify product's ability to reject credential when Secure Messagi
Content Signer contentSigning certificate contains policy
'1.2.3.4.5.6'. The explicit policy for Secure Messaging Content S
contentSigning certi€ate will be set to the CITEst OID foid-fpki-
commonpiv-contentSigning2.16.840.1.101.3.2.1.48.86) by the
relying party solution.

Access denied.

PIAG6

SR1

5.19.17

79

00

Reader set to OGAUTH mode (requires SM).

Verify product's ability to rejeatredential wherBiometric
Information Templates Group Template (buffer 0x1016) is empty

Access denied.

[800-73] Partl

SR1

5.19.18

80

00

Reader set to OGBUTH mode (requires SM).

Verify product's ability to reject credential when Biometric
Information¢ SYLJ | 6§ Sa DNRdzL) ¢ SYLJX | G

CM no nNAH M nnQo

Access denied.

[800-73] Part2
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Classifi
cation

TC#

Card #

Path #

Description/Test Case Procedure

Expected Result

Requirement Source

SR1

5.19.19

65

00

Reader set to OGRUTH mode (requires SM).

Verify Product's ability to accept@CC fingerprint matching either
fingerprint keyref tgs '96' or '97".

Access granted.

[800-73] Part2

SR1

5.19.2

65

00

Reader set t&M-AUTH mode.

Verify Product's ability to verify SIUTH usig ciphersuite '2E'. Th¢
explicit policy for Secure Messaging Content Signer contentSign
certificate will be set to the CITE test OID fofplli-commonypiv-
contentSigning (2.16.840.1.101.3.218.86) by the relying party
solution.

Access granted.

[800-73] Part2, P15

SR1

5.19.20

65

00

Reader set to OGAUTH mode (requires SM).

Verify Product's ability to reject a valid credential when non
matching OCC fingerprint is presented for fingerprint keyref tags
'96' and '97".

Access denied.

[800-73] Part2

SR1

5.19.3

66

00

Reader set to SMA\UTH mode.
Verify product's ability toeject credential when PIV Application
Property Template Tag '61' does not contain Tag 'AC'.

Access denied.

[800-73] Part2

SR1

5.19.4

67

00

Reader set to SMA\UTH mode.

Verify praluct's ability to reject credential when PIV Application
Property Template Tag '61' contains Tag 'AC' but it does not co
a tag '80' reference of '27' or '2E".

Access denied.

[800-73] Part2

SR1

5.19.5

00

Reader set to SMA\UTH mode.
Verify products ability to reject credential when buffer 0x1017 is
not present.

Access denied.

[800-73] Partl

SR1

5.19.6

68

00

Reader set to SMA\UTH mode.
Verify product's ability to reject credential when buffer 0x1017 is
empty.

Access denied.

[800-73] Partl

SR1

5.19.7

69

00

Reader set to SM\UTH mode.
Verify product's ability to reject credential when buffer 0x1017 dg
not contain tag 0x70.

Access denied.

[800-73] Partl

SR1

5.19.8

70

00

Reader set to SMA\UTH mode.
Verifyproduct's ability to reject credentlavhen buffer 0x1017 tag

0x70 is empty.

Access denied.

[800-73] Partl

Page48
March 31, 201¢




PACS Functional Requirements and Test Cases

v1.4.2 Rev. A

Classifi TC# Card # Path # Description/Test Case Procedure Expected Result Requirement Source
cation
SR1 5.19.9 71 00 Reader set t&MAUTH mode. Access denied. [800-73] Part2
Verify product's abilityo reject credential when Secure Messagin
General Authenticate against keyref '04' using ciphersuite '2E' d
not result in final SW1="90".
7.0 PACS Design Use Cases
7.01 Continuity of Operations Testing
uo3 7.01.01 46 00 The network connection is dropped to individual components wit| Design analysis PCPL
the solution individually, in sequence. Degraded mode shall hor] passes.
requirements for authentication factors arathorizations for a
valid credential.
uo3 7.01.02 46 00 Individual component services within the solution are stopped Design analysis PCPL
individually, in sequence. Degraded mode shall honor requirem¢ passes.
for authentication factors anduthorizations for a valid credential.
uo3 7.01.03 46 00 Power is removed and immediately restored to individual Design analyis PCPL
components within the solution, in sequence. Solution shall recq passes.
and honor requirements foauthentication factors and
authorizations for a valid credential.
uo3 7.01.04 5 01 The network connection is dropped to individual components wit| Design analysis PCPL
the solution individually, in sequence. Degraded mode shall hor] passes.
requirements for authentication factors and authorizations for an
invalid credential.
uo3 7.01.05 5 01 Individual component services within the solution are stopped | Design analysis PCPL
individually, in sequence. Degraded mode shall hoaquirements | passes.
for authentication factors and authorizations for an invalid
credential.
uo3 7.01.06 5 01 Power is removed and immediately restored to individual Design analysis PCPL
components within the solution, in sequence. Solution steglbver | passes.
and honor requirements for authentication factors and
authorizations for an invalid cdential.
uo3 7.01.07 23 00 Individual component services within the solution are stopped | Design analysis PCPL
individually, in sequenceDegraded mode shall honor requiremen| passes.
for authentication factors and authorizations for a cloned
credentid.
7.02 Security Boundaries
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Classifi TC# Card # Path # Description/Test Case Procedure Expected Result Requirement Source
cation
SR1 7.02.01 Confirm all PACS components (except for the reader aad th ...all security PPEL
bearer's credential) are capable of being located on the secure § relevant processing
of perimeter. Confirm with protocol sniffing betweeecure/attack | shall be performed
side. inside the secure
perimeter. No
security relevant
decisios shall be
made by system
components that do
not belong to the
cardholder's
credential when
they are on the
attack side othe
door.
SO1 7.02.02 Specific waivers to TC# 7.02.01 shall be granted on a per ...compensating PPEL
implementation basis of compensating coois. Document all controls applied
supplemental security devices and check against relevant APLs,| such as tamper
140-2. Confirm controls are operational through physical switches and FIPS
inspection,design documentation. Confirm with protocol sniffing | 1402 certified
between secure/attack side. cryptographic
processing within
the reader itself.
7.03 Registering Physical Access Privileges
uo3 7.03.01 Shall be able to define populations (validities) such as "guestor, | Design analysis PPL4
regular access". passes.
uo3 7.03.02 Shall be able to define: Access points for each population. Desigmanalysis PPL5, PACL
passes.
uo3 7.03.03 Shall be able to define: Temporal access rules for each populati Design analysis PPL5, PACL
passes.
uo3 7.03.04 Shall be able to define: Authentication mode required to support| Design analysis PPL5, PACL
7.03.02 and7.03.03. passes.
7.04 PKI Configuration
SO1 7.04.01 The solution shall provide thmeans to select which X.509 Verify PIA5S

constraints are evaluated such as policy constraints, name

configurability of
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constraints and key usage. Toomfiguration will reflect the
customer's PKI relying party policy.

X.509 constraints
and policies.

Classifi TC# Card # Path # Description/Test Case Procedure Expected Result Requirement Source
cation
SR1 7.04.02 The solution shall provide the means to select and manage Trus Verify PSS
Anchors. This configuration will reflect the customer's Eiing | configurability of
party policy. trust anchors.
SO1 7.04.03 The solution may provideonfiguration options to ignore PKI faulty Perform design
in certificates (eneentity up to trust anchor). This configuratonw NE @A Sg 2 F
NEFE SOG (KS yindgaiypdiNDR A t YL NJF PKI configuration
options. If options
are presented to
ignore PKI faults,
testing shall
proceed to 7.4.4.
SR2 7.04.04 For every event where a PKI fault is identified, the solution shall| Configure system to
check confjuration options to ignore the identified fault. If ignore PKI faults ong
configuration allows the solution to ignore tligult, the solution by one, per
shall ignore the fault and produce a warning in the audit log and| capability of
store the certificate in a certificate store of failed certificat&he solution. Reun
audit log shall indicate what failed and provide sufficient appropriate ICAM
information to link the log entry téhe stored certificate. card and PKI tests
for both time of
registration and
time of access with
the appropriate
fault. Inspect logs
and the linked
cettificate store.
Confirm failure is
properly identified
and certificate
matches log entry.
SR2 7.04.05 If PKI faults are allowed, the solution shatbyide a means to Confirm ability to

generate a report and consolidate failed certificates for
transmission tappropriate parties by email. Running the report
YR aSyRAy3 GKS SYIFAft akKklkftt @

policy.

generate report and
certificates to be
sent by email.
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Classifi
cation

TC#

Card #

Path #

Description/Test Case Procedure

Expected Result

Requirement Source

SR1

7.04.06

The system shall check that the issuing certificate authority has
placed the certifice on its certificate revocation list (CRL) within
the previous 6 hours.

I 2y TANY a
ability to set SCVP
DPV, CRL and OCS
response caching to
6 hours or less.

Fed 24 hour policy

7.05

Credential Number Specifications

uo3

7.05.01

46

Thesolution should support FICAM conformant 3238 FASEN
credential numbers as specified in Table 3 for Time of Registrati
Time of Access, and Automated Provisioning.

Configure system
for 128hit FASEN.
Review
transactional test
logs for registration
and access. Confirm
all operational
usage is 12®it and
not parsed into
separate fields. If
the system parses
the numbers into
separate fields, the
details shall be
provided to the GSA
ICAM Lab for testing
purposes.

PAU2, PAU3; Table 61
row 3

uo3

7.0502

54

The solution should support FICAldnformant 128bit UUID
credential numbers as specified in Table 3 for Time of Registrati
Time of Access, and Automated Provisioning.

Configure system
for 128bit UUID.
Review
transactional test
logs for regigtation
and access.
Confirm all
operational usage is
128bit and not
parsed into separate
fields. If the system
parses the numbers

into separate fields,

PAU2, PAU3; Table 61
row 3
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the details shall be
provided to the GSA
ICAM Lab for testing
purposes.

Classifi TC# Card # Path # Description/Test Case Procedure Expected Result Requirement Source
cation
7.06 Validation at Time of Access
uol 7.06.02 46 00 Shall support contactless Card Authentication Key-GAK). Use Authenticabn | PIA2, PIA3.x, PIAd,
Test logs to verify | PIA5, PIAG, PIAY,
that all good cards | §10.1.1
were allowed accesy
at the door reader.
uol 7.06.03 Valid card| Common | Shall support BIO. Use Authentication | PIA2, PIA3.x, PIAd,
Policy Root] Test logs to verify | PIA5S, PIAG, PIA7
that all good cadls
with valid BIO
available were
allowed access at
the door reader.
uol 7.06.04 46 00 Shall support PIV Authentication Key + PIN-ARKIH). Use Authentication | PIA2, PIA3.x, PIA4,
Test logs to verify | PIAS, PIA6, PIA7,
that all good cards | §10.1.2
were alloned access|
at the door reader.
uol 7.06.05 Valid card| Common | Shall support PIV Authentication Key + PIN H{BKQAUTH+BIO). | Use Authentication | PIA2, PIA3.x, PIA4,
Policy Root Test logs to verify | PIAS, PIAG, PIAY,
that all good cards | §10.1.5
with valid PKAUTH
and BIO available
were allowed accesy
at the door reader.
uol 7.06.06 Valid card| Common | Shall support Card Authentication Key + PIN + BIGQRK+BIO). | Use Authentication | PIA2, PIA3.x, PIA4,
Policy Root Test logs to verify | PIAS, PIA6, PIAY,

that all good cards
with valid PKICAK
and BIO available
were allowed accesy

at the door reader.

§10.1.4
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Classifi
cation

TC#

Card #

Path #

Description/Test Case Procedure

Expected Result

Requirement Source

uol

7.06.09

46

00

Shall support contact Card Authentication Key {BKK).

Use Authentication
Test logs to verify
that all goodcards
were allowed accesy
at the door reader.

PIA2, PIA3.X, PIA4,
PIAS, PIAG, PIA7

SR1

7.06.11

E-PACS portal solutions shall not support legacy technologies w
configured for approved FICAM modes.

Verify solution turns
off legacy modes
when an approved
FICAM mode is
enabled. With
reader set to PKI
AUTH, attempt to
use 125KHz,
DESFire, iClas
Indala and related
legacy technologies
All access attempts
with legacy shall be
denied.

[EPACS] §10.1, 811.1,
§10.1.2, §10.1.3,
§10.1.4, §10.1.5, §10.2

uol

7.06.12

Shall support PKTAK + PIN to PACS.

Use Authentication
Test logs to verify
that all good cards
with valid PIN were
allowed access at
the door reader.
Confirm protection
of authenticator in
the PACS.

PIA2, PIA3.x, P1A6,
PIA3.4 Detailed
Guidance Case 3, P14,
810.1.3

7.07

Portal Hardware

SR1

7.07.01

Product shdlsupport Reader to PACS communications using bi
directional technology. Thiacludes a minimum of one of RI85,
Ethernet, secure wireless.

Verify by system
design review.
Confirmed using
protocol sniffing,
review of logs

produced during

PCM2, PCM3
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authentication
testing.
Classifi TC# Card # Path # Description/Test Case Procedure Expected Result Requirement Source
cation
uo3 7.07.02 For multifactor readers, applicant's system must allow an Verify by system PCM3
administrator to modify an individual readerauthentication mode | design review.
(authentication factors) from the server orciient/workstation to Confirm by setting
the server. multi-factor reader
authentication
modes and using
Test card 1: PIV
Golden for access
according to mode
uo3 7.07.03 For multifactor readersapplicant's system must allow an Verify by system PCM3
administrator to modify a group of readers' authentication mode | design reviwv.
(authentication factors) from the server or a client/workstation to| Confirm by setting
the server. multi-factor reader
authentication
modes and using
Test card 1: PIV
Golden for access
according to mode.
uo3 7.07.04 For multifactor readers, the site administrator shall not be requir¢ Verify by system PCM3
to approach and touch each readerdbange its authentication design review.
mode (authentication factors). Confirm by setting
multi-factor reader
authentication
modes and using
Test card 1: PIV
Golden for access
according to mode.
uo3 7.07.05 For multifactor realers, the system shalupport dynamic Verify by system PCM3

assignment of an individual reader's authentication mode
(authentication factors) on a timbased schedule.

design review.
Confirm by setting
schedule for multi
factor reader
authentication
modes andising
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Test card 1: PIV
Golden for access
according to mode.

Classifi
cation

TC#

Card #

Path #

Description/Test Case Procedure

Expected Result

Requirement Source

uo3

7.07.06

For multifactor readers, the system shall support dynamic
assignment of @roup of readers' authentication mode
(authentication factors) on a timbased schedule.

Verify by system
design review.
Confirm by setting
schedule for multi
factor reader
authentication
modes and using
Test card 1: PIV
Golden for access
according to mode

PCM3

uo2

7.07.07

For multifactor readers, the system shall support dynamic
assignment of an individual reader's authentication mode
(authentication factors) based on Threat Condition, Force
Protection Condition, Maritime Security ledyorother similar
structured emergency response protocol.

Verify by system
design review.
Confirm by setting
emergency
response protocol
level for multifactor
reader
authentication
modes and using
Test card 1: PIV
Golden for access
according to mode.

PCM3

uo-3

7.07.08

For multifactor readers, the system shall support dynamic
assignment of a group of readers' authentication mode
(authentication factors) based on Threat Condition, Force

Protection Condition, Maritime Security Level, or other similar

structured emergency response protocol.

Verify by system
design review.
Confirm by setting
emergency
response protocol
level for multifactor
reader
authentication
modes and using
Test card 1: PIV

PCM3
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Golden for access
according to mode.

Classifi
cation

TC#

Card #

Path #

Description/Test Case Procedure

Expected Result

Requirement Source

UR2

7.07.09

Contact readers shall support ISO/IEC 7816.

The contact
interface of the
reader shall be
tested for ISO/IEC
7816conformance.
It is recommenéd
the vendor test in
accordance with
ISO/IEC 10373
3:2010 Sections 4, 1
and 8. Vendor shall
provide a test data
report documenting
conformance for
review and
approval.

[FIPS 201]

UR2

7.07.10

Contactless readershall support ISO/IEC 14443 Type A.

The contactless
interface of the
reader shall be
tested for ISO/IEC
14443 Type A
conformance. ltis
recommended the
vendor test in
accordance with
ISO/IEC 10373
6:2011 Sections 4, §
6.1, 7.1 and 8.1, ang
ISO/IEC 10373
6:2011/Amd.4:2012,
Vendor shall
provide a test data
report documenting

conformance for

[FIPS 201]
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review and
approval.
Classifi TC# Card # Path # Description/Test Case Procedure Expected Result Requirement Source
cation
SR3 7.07.11 ISO/IEC 14443 Type A contactless reader sbiactivate and Card 1 is presented| [FIPS 201]
operate with a PIV card beyond 10cm. at 11cm to the
reader. All
contactless PIV
authentication
modes shall fail.
UR3 7.07.12 ISO/IEC 14443 TypecBntactless readers shall provide sufficient | Card 1 is presented| [FIPS01]
field strength to activate and operate with a PIV card at a distang at 3.5cm to the
no less than 3.5cm from the reader. reader. All
contactless PIV
authentication
modes shall
succeed.
uo3 7.07.14 For multifactor readers, if aime delay of longer than 120 secondg Verify by system PCM3
is required for a reader to change modes, this too shall be design review
considered norcompliant.
7.08 Auditing and Logging
SR2 7.08.01 Granularity of auditing records shall bettee card and individual Verify by review of | PAUL, PAU2, PAU7
transaction. These shall be easily verifiable through a reporting t| logs and reports
or any other log and audit viewing capability.
SR1 7.08.02 The product shall provide auditing/logj of all PKI processing to | Verify by review of | PAU3, PAU4, PAU/
include: logs and reports;
- Pass/fail from a Challenge/Response confirmed by
- PDVAL protocol sniffing
- Disabling credential based on PDVAL,
expiration or revocation status.
SR2 7.0803 The product shall provide auditing/logging of credential number | Verify by review of | PAU4, PAU5, PAU/
processing and transmission. logs and reports
SR2 7.08.04 The product shall provide auditing/logging of all softwdrazen Verify by review of | PAU6, PAU7
configuration chages. logs and reports
SR2 7.08.05 The product shall providauditing/logging of periodic certificate Verify by review of | PAU4, PAU5, PAU7
PDVAL and status checking. logs and reports
SR2 7.08.06 The product shalprovide auditing/logging of Card activity (e.g., 3| Verify by review of | PAU3, PAU7

days of card activity).

logs and reports
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Classifi TC# Card # Path # Description/Test Case Procedure Expected Result Requirement Source
cation
SR2 7.08.07 The product shall provide auditing/logging of last known location| Verify by review of | PAU3, PAY7
a card in system. logs aml reports
SR2 7.08.08 The product shall provide auditing/logging of PKI policies for nan Verify by review of | PAU4, PAWS, PAU7
constraints, path constraints, vdity checks. logs and reports
SR2 7.08.09 The product shall provide auditing/logging of individual and grou| Verify by review of | PAU3, PAU7
reporting of alarms (e.g., door force, door prop). logs and reports
R2 7.08.10 The product shall providauditing/logging of what date individuals| Verify by review of | PAU4, PAU7
were provisioned or d@rovisioned and by whom. logs and reports
SR2 7.08.11 The product shall provide auditing/logging of all readerd reir Verify by review of | PAU5, PAUG, PAUY
modes. logs and reports
SR2 7.08.12 The product shall provide auditing/logging of configuration Verify by review of | PAU5, PAUG, PAU7
download status to system components. logs and reports
7.09 Security Certification and Accreditation
UR1 7.09.01 As required by UL 294, relevant components within the solution | Verify UL listing. PCA2
shall have a UL 294 listing. Must be listed
before final testing
and certification by
FIPS 201 Evaluatior|
Program
uo3 7.09.02 As required by UL 1076, relevant components within the solutior] Verify UL listing. PCA2 derived
shall have a UL 1076 listing. Must be listed
before final testing
and certification by
FIPS 201 Evaluatior|
Program.
uo3 7.09.03 Asrequired by UL 1981, relevant components within the solution| Verify UL listing. PCA2 derived
shall have a UL 1981 listing. Must be listed
before final testing
and certification by
FIPS 201 Evaluatior|
Program.
UR1 7.09.04 When adding &omponent to & existing system under a given Verify APL listing. | PCA3

topology, each existing component in the existing system under
topology shall have FIPS 201 Evaluation Program APL status.

Must be listed
before final testing

and certification by
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FIP01 Evaluation
Program.

Classifi TC# Card # Path # Description/Test Case Procedure Expected Result Requirement Source
cation
SR1 7.09.05 Each component leveraging cryptography in the system shall ha] Verify NIST CMVP | PCA4, [FIPS 201]
FIPS 14@ OverallSecurity Level 1 (or greadecertification. Each listing. Must be
component's operating environment must match at least one applied for and in
operating environment, i.e., O/S version and processor type, on | process for
FIPS 14Q2 certificate's security policy document. Cryptographic | certification before
operations must b be performed using onlthe FIPS 14Q any testing can be
cryptographic modules as stated on the vendor attestation. done. Must be
listed before final
testing and
certification by FIPS
201 Evbuation
Program.
SR1 7.09.06 Vendors shall selfertify that their products and services are in Review Attestation | [BAA]
compliance with [BAA] requirements. from application.
SR1 7.09.07 Vendorsshall seHcertify that their prodicts and services are in Review Attestation | [TAA]
compliance with [TAA] requirements. from application.
SR1 7.09.08 Verify that all PACS and Validation System vendor software All shared libraries, | [SP80663]
executables are signed by an entitjose certificate chain executables
terminates at a wh-known trust anchor. (including .MSi files
have been signed by
a trusted source.
7.10 Biometric in PACS
SR2 7.10.01 Shall follow PI/8.4 Detailed Guidance Case 3 to encrypt biometri{ Verify by system PIA3.4
identifiers leveraged in BIO to PACS. design and
inspection of
database
7.11 Operational Controls
SR2 7.11.01 The system shall have the ability to enfoemministrative privilege | Verify by use of the | PCM1
for configuration management operations. system.
SR2 7.11.02 Shall authenticate administrators using a process of equivalent ¢ Verify by use of the | PCM1
greater assurance than the authentication modes supported by t system.
system. This may be done usindth LOA4 credentials.
uo3 7.11.03 The system shall have the ability to manage the system through| Verify by use of the | PCM2

software controlledconfiguration management methods. Initial

system.
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configuration of hardware settings (e.g., DIP switches) is allowe(
installation only and not fomanagement of the hardware tree.

Classifi TC# Card # Path # Description/Test Case Procedure Expected Result Requirement Source
cation
uo3 7.11.04 Each physical component shall be separately defined and Verify by setting up | PCM2
addressable within the server user interface. of system.
uo3 7.11.05 Thesystem shall support configuration downloads to relevant Verify by setting up | PCM2
components. of system.
7.12 Accessibility
UR2 7.12.01 33. SECTION 508 COMPLIANCE. Offerors are requiredctersiif | Review VPAT from | [Sect 508]
that their products orservices are in compliance with Section 508 application.

technical standards. Therefore, the offeror is required to submit
with its offer a designated area on its website that ingk the
Voluntary Product Accessibility Template (VPAT) or equivalent
qualification, wheh ultimately becomes the Government Product
Accessibility Template (GPAT).
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9 Deprecated Test Cases

The table below listest cases that have been deprecated from the FRTC in 1.3.3 Rev. G. These tests have become obsolete. Some
have been replaced with another test case. Test cases for a particular security risk may have hedrbynémgather technology or
standard. Notehtat these are not cumulative. Refer to previous versions of the FRTC for other deprecated test cases.

Table 91 Test Cases Deprecated in FRTC 1.3.3 Rev. G

Classificatiof TC# Card # | Path # |Description/Test Case Procedure Expected Result Requirement SourceComments
SR3 2.04.05 01 32 ESNATFe LINE RdJzOU Q|Registration fails. PIA3.2, PIAS Because somagencies us
mismatched SKID with the subjec] a different hashing metho
public key in the certificate. for computing SKIDs, SH/

can no longr be required.

SR2 2.06.03 | Valid PI\{ CRCA |With the trust anchor set so the |Registration succeeds|PIA3.2, PIAS This is a unrealistic
Root |certificate path requires trust acros scenario that will never
the Federal Bridge to the CertiPat| occur in the real world.

Root CA, check to see if the
\validation software is able to
recognize when an explicit
certificatepolicy is required and
present in the certificatén a
bridged trust environment. The
explicit policy will be set to #pki-
certpcymediumHardware
(2.16.840.1.101.3.2.1.3.12) by the
relying party solution.
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Classificatio|

TC#

Card #

Path #

Description/Test Case Procedure

Expected Result

Requirement Source

Comments

SR2

2.06.04

Valid PIV

CRCA
Root

\With the trust anchor set so the
certificate path requires trust acros
the Federal Bridge to the CertiPat|
Root CA, check to see if the
validation software is able to
recognize when an explicit
certificate policy is required and n¢
present in the certitate in a
bridged trust environment. The
explicit policy will be set to an
arbitrary value that is not present i
the certificate chain (e.g., OID valy
1.2.3.4) by the relying parspolution|

Registration fails.

PIA3.2, PIAS

This is an unrealistic
scenaio that will never
occur in the real world.

SR1

2.17.14

46

35

+ SNA F& LINERdzOG Q
signatures using RSA 4096 in the
path.

Registration succeeds

Derived from [SP8G0
78] Table &

RSA 4096 was deprecate|
by FIPS 188 and
subsequently SP 8618B-2.

SR1

2.18.06

27

00

Discovery olgct is present. PIV Ap
and Global PINs are available. PI\
Application PIN is primary. Enter
invalid Global PIN (e.g., 999999).
Confirm PIV Application PIN retry
counter remains at 4Confirm
Global PIN retry counter is
decremented by one (4).

Registratiorfails.

[SP80673] Part 1,
§3.2.6, §5.1

Deprecated in 1.3.3. The
Pass/Fail criteria is

incorrect. If both PINs are
available, and the
IApplication PIN is primary
then the EPACShould ust
the Application PIN.

Discovery object is prese
PIV App and Glalh PINs

are available. PIV App PI
is primary. ConfirnEPACS

is using the Global PIN.
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Classificatio|

TC#

Card #

Path #

Description/Test Cas€rocedure

Expected Result

Requirement Source

Comments

SR2

2.18.08

27

00

Enter valid Global PIN. Confirm PI
Application PIN retry counter
remains 5. Confirm Global PIN ret
counter is reset to 5.

Registration succeeds

[SP80673] Part 1,
§3.2.6,85.1

Deprecated in 1.3.3. The
Pass/Fail criteria is
incorrect. If both PINs are
available, and the
IApplication PINsi primary,
then the EPACS should u
the Application PIN and tf
tester will observe that the
E-PACS is using the PIV
IApplication PIN.

Discovery object is prese
PIV App and Global PINs
are available. PIV App PI
is primary. ConfirniPACS
is using theGlobal PIN.

SR2

2.18.09

28

00

Enter invalid PIV Application PIN
(e.g., 999999). Confirm PIV
Application PIN retry counter is
decremented by one (4). Confirm
Global PIN retry counter remains i
5.

Registration fails.

[SP80673] Part 1,
§3.2.6, §5.1

Deprecated in 1.3.3. The
Pass/Fail criteria is
incorrect. If the Global PIN
is primary, then the FPAC
will fail to register not
because the PIV
IApplication PIN is incorre
but because the Global P
is incorrect, which means
that the Global PIN retry
counter will be
decremented rather than
the PIV Application PIN
retry counter.

Discovery object is prese

PIV App and Glob&INs
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Classificatio|

TC#

Card #

Path #

Description/Test Case Procedure

Expected Result

Requirement Source

Comments

are avdable. Global PIN i
primary. Confirm BPACS i
using the Application PIN

SR2

2.18.11

28

00

Enter valid PIV Application PIN.
Confirm PIV Application PIN retry
counter is reset to 5. Confirm Glok
PIN retry counter remains at 4.

Registration succeeds

[SP80673] Part 1,
§3.2.6, §5.1

Deprecated in 1.3.3. The
Pass/Fail criteria is

incorrect. If boh PINs are
available, and the Global
PIN is primary, then the-E
PACS will use the Global
PIN and the tester should
confirm that the EPACS is
using the GlobaPIN.

Discovery object is prese
P1V App and Global PINs
are available. Global PIN
primary.Confirm EPACS
using the Application PIN

SR1

5.02.05

10

00

With ICAM Test Card 01 registere
GAGK GKS t!/{zZ
ability to reject a credendél when
notAfterDate of the End Entity
Signing CA is sometime in the pas

IAccess denied.

PAI3.2, PIA3.4, PI1A4
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Classificatiof TC# Card # | Path # |Description/Test Case Procedure Expected Result Requirement Source|Comments

SR3 5.04.05 01 32  |VerifyLINR RdzO i Q& | 6 ARegistration fails. PIA3.2, PIAS Because some agencies
mismatched SKID with the subjeci a different hashing metho
public key in the certificate. for computing SKIDs, SH/

can no longer be required
SR2 5.06.03 | ValidPIV| CRCA |With the trust anchor set so the |Registration succeeds|PIA3.2, PIAS This is an unrealistic
Root |certificate path requires trust acros scenario that will neer

the Federal Bridge to the CertiPatl occur in the real world.
Root CA, check to see if the
validation software is able to
recognize when an explicit
certificate policy is required and
present in he certificatein a
bridged trust environment. The
explicit policy will be set to #pki-
certpcymediumHardware
(2.16.840.1.101.3.2.1.3.12) by the
relying party solution.

SR2 5.06.04 | Valid PI\{ CRCA |With the trust anchor set so the |[Registration fails. PIA3.2, PIAS This is an unrealistic

Root [certificate path requires trust acros scenario that will never

the Federal Bridge to the CertiPat|
Root CA, check to see if the
validation software is able to
recognize when an explicit
certificate policy is required and nq
present in the certificate in a
bridged trust environment. The
explicit policy will be set to an
arbitrary value that is not prest in
the certificate chain (e.g., OID valy

1.2.3.4) by the relying parspolution|

occur in the real world.
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Classificatiof TC# Card # | Path # |Description/Test Case Procedure Expected Result Requirement Source|Comments

uol 5.11.01 06 00 [The system reqnizes when the |Access denied PIA3, PIA3.2, PIA3.3,No PACS oralidation
Facial Image signature is invalid a PIA4 system is currently
does not verify required to verify facial

image signatures at time
of-access.

SR1 5.12.02 | Valid | Commm [The system recognizes when the |Access denied PIA3.2, PIA3.4, PIA |Not feasible to tamper wit

Credential Policy [Fingerprint signature is invalid ang 3.5, PIA3.6, PlA4, a valid PIV card.
Root |does not verify (using biometric PIAS
object signer certificate).

SR3 5.13.01 08 00 [The system recognizes when the |Access denied. PIA3.4, PIA4, PIAS5 |Deprecated in 1.3.3.
Security Object signature is invalic IAccess control decisions
and does not verify. time of access are based

signed objects on the car
A secutlly object signature
\verification at time of
access adds no value.
Security object signature
can bevalid while
containers can be
manipulated.

SR1 5.16.14 46 35 [ SNATFe LINE RdAzOU Q|Access granted. Derived from [SP800 RSA 4096 was deprecate

signatures using RSA 4096 in the
path.

78] Table 2

by FIPS 188 and
subsequently SBO0-78-2.
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App PIN retry counter remains 5.
Confirm Global PIN retry counter i
reset to 5.

Classificatiof TC# Card # | Path # |Description/Test Case Procedure Expected Result Requirement Source|Comments
SQ2 5.17.06 27 00 |Enter invalid GlobdIN (e.g., IAccess denied. [SP80673] Part 1, |Deprecated in 1.3.3. The
999999). Confirm PIV App PIN ret 83.2.6, §5.1 Pass/Fail criteria is
counter remains at 4Confirm incorrect. If both PINs are
Global PIN retry counter is availdble, and the
decremented by one (4). IApplication PIN is primary
then the EPACS should u
the Application PIN.
Discovery object is prese
PIV App and Global PINs
are available. PIV App PI
is primary. ConfirniPACS
is using the Global PIN.
S0O2 5.17.08 27 00 |Enter valid Glbal PIN. Confirm PIVJAccess granted. [SP80673] Part 1, |Deprecatedin 1.3.3. The

§3.2.6, 85.1

Pass/Fail criteria is
incorrect. If both PINs are
available, and the

IApplicationPIN is primary
then the EPACS should u
the Application PIN and th
tester will observe that the
E-PACS is using the PIV
IApplication PIN.

Discovery object is prese
PIV App and Global PINs
are available. PIV App PI
is primary. Confirni=PACS

is ushg the Global PIN.
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Classificatio|

TC#

Card #

Path #

Description/Test Case Procedure

Expected Result

Requirement Source

Comments

SR2

5.17.09

28

00

Enter invalid PIV App PIN (e.g.,
999999). Confirm PIV App PIN ret
counter is decremented by one (4]
Confirm Global Plketry counter
remains at 5.

IAccess denied.

[SP80673] Part 1,
§3.2.6, §5.1

Deprecated in 1.3.3. The
Pass/Fail criteria is
incorrect. If the Global PIN
is primary, then the FPAC
will fail to register not
because the PIV
Application PINs incorrect
but because the Global P
is incorrect, which means
that the Global PIN retry
counter will be
decremented rather than
the PIV Application PIN
retry counter.

Discovery object is prese
P1V App and Global PINs
are available. Global PIN
primary.Confirm EPACSs
using the Application PIN

SR1

517.11

28

00

Enter valid PIV App PIN. Confirm
App PIN retry counter is reset to 5
Confirm Global PIN retry counter
remains at 4.

IAccess granted.

[SP80673] Part 1,
§3.2.6, §5.1

Deprecated irl.3.3. The
Pass/Fail criteria is

incorrect. If both PINs are
available, and the Global
PIN is primary, then the-E
PACS will use the Global
PIN and the tester should
confirm that the EPACS is
using the Global PIN.

Discovery object is prese
PIV AppmandGlobal PINs

are available. Global PIN
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Classificatiof TC# Card # | Path # |Description/Test Case Procedure Expected Result Requirement Source|Comments
primary. Confirm EPACS i
using the Application PIN
S0O2 5.17.12 29 00 |Enter invalid PIMpp PIN (e.g., IAccess denied. [SP806r3] Part 1, |Deprecated in 1.3.3.
999999). Confirm PIV App PIN ret 83.2.6, 85.1 Impossible to create card
counter is decremented to 4. with unpopulated Ox5F2F
Confirm Global PIN retry counter PIV appletequires that tag
remains at 5. O0x5F2F is populated.
Discovery object is prese
and tag Ox5F2F is not
populated. Confirm FPACS
is using the Application
PIN.
SQO2 5.17.13 29 00 |Enter valid Global PIN. Confirm PlAccess denied. [SP80Or3] Part 1, |Deprecated in 1.3.3.
App PIN retncounter is 83.2.6, 85.1 Impossible to create card
decremented to 3. Confirm Gbhal with unpopulated Ox5F2F
PIN retry counter remains at 5. P1V applet requires that tg
Ox5F2F is populated.
Discovery bject is present
and tag Ox5F2F is not
populated. Confirm FPACS
is using the Application
PIN.
SO2 5.17.14 29 00 |[Enter valid PIV App PIN. Confirm |Access granted. [SP80O73] Part 1, |Deprecated in 1.3.3.

App PIN retry counter is reset to 5
Confirm Global PIN remains at 5.

§3.2.6, 85.1

Impossible to create card
with unpopulated OX5F2F
PIV applet requires that te
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Classificatiof TC# Card # | Path # |Description/Test Case Procedure Expected Result Requirement Source|Comments
Ox5F2F is populated.
Discovery object is prese
and tag O5F2F is not
populated. Confirm £PACS
is using the Application
PIN.
uol 7.06.07 01 00 [Shall support PKTAK + BIO to PA(Use Authentication TePIA2, PIA3.x, P1A6, INIST and OMB state that
logs toverify that all  |PIA3.4 Detailed BIO to PACS is not a vali
good cards with valid |Guidance Case 3  jauthentication factor.
BIO were allowed acce
at the door reader.
Confirm protectio of
authenticator in the
PACS.
uol 7.06.08 01 00 [Shall support PKAUTH + BIO to [Use Authentication TejPIA2, PIA3.x, P1A6, |NIST and OMB state that

PACS.

logs to velfy that all
good cards with valid
BIO were allowed acceq
at the door reader.
Confirm protection of
authenticator in the

PIA3.4 Detailed
Guidance Case 3

PACS.

BIO to PACS is not a vali
authentication factor.
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